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China’s 2017 Cybersecurity Law (CSL), one of the first
comprehensive cybersecurity laws by a major power,
drew attention for its ambitious, all-encompassing ap-
proach to managing cybersecurity from the top down.
The CSL also reflected China’s efforts to respond to its
citizens’ demands for consumer protections, data pri-
vacy, and data security. However, when the CSL was
implemented, ambiguity surrounded its interpretation
and enforcement. This is the first detailed study of the
Chinese judicial system’s treatment of the CSL to
date—by examining a sample of administrative, crimi-
nal, and civil cases, this Note showcases the on-the-
ground realities of the CSL’s implementation. These
cases reveal that strengthened legal protections for
consumers may come at the cost of eliminating ano-
nymity. The CSL has increased the State’s ability to
monitor the citizenry and enforce the State’s restrictive
vision of “cybersecurity,” with impacts on both indi-
viduals and businesses. Most significantly, the State is
using the CSL to target politically sensitive and anti-
government speech. This trend is particularly worrying
as China’s role as an exporter of technology and cyber
policy continues to grow.
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INTRODUCTION

In terms of sheer volume of internet users and its technical ca-
pabilities and aspirations, China’s presence as a global cyber power
cannot be ignored.> As of December 2020, China had 989 million in-
ternet users,? representing approximately 20% of the global total.® As
recently as 2018, China failed to break the top ten in global studies
assessing the world’s cyber powers.* Cyber power, while defined dif-
ferently by each of the studies, generally refers to a country’s ability
to defend itself from cyberattacks and the strength of its offensive
cyber capabilities.® By 2020, however, China was recognized as sec-
ond only to the United States (“U.S.”) in cyber capabilities and “cyber
intent.”® While variations in methodology explain some differences in
the indices,” the jump in ranking also reflects China’s increased

1. Jyh-An Lee, Hacking into China’s Cybersecurity Law, 53 WAKE FOREST L. REV. 57,
58 (2018). Throughout this Note, references to “China” or “Chinese” are references to the
People’s Republic of China, or PRC, and not to the broader cultural, ethnic, and linguistic
group represented by Chinese people around the world.

2. Evelyn Cheng, China Says It Now Has Nearly 1 Billion Internet Users, CNBC (Feb.
4, 2021, 2:40 AM), https://www.cnbc.com/2021/02/04/china-says-it-now-has-nearly-1-bil-
lion-internet-users.html [https://perma.cc/68HU-NBFN].

3. Jacob Davidson, Here’s How Many Internet Users There Are (in 2020), MONEY
(May 19, 2020, 1:48 PM), https://money.com/internet-users-worldwide
[https://perma.cc/2WDZ-32QZ].

4. Booz ALLEN HAMILTON, CYBER POWER INDEX: FINDINGS AND METHODOLOGY 4-6
(2011) (ranking China 13th among the G20 in a report evaluating each country’s “Legal and
Regulatory Environment,” “Economic and Social Context,” “Technology Infrastructure,” and
“Industry Application”); INT’L TELECOMMS. UNION, GLOBAL CYBERSECURITY INDEX 2018, at
7-8, 58 (2018), https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
[https://perma.cc/67XM-VXXT] (ranking China 27th globally in an index measuring the le-
gal, technical, organization, capacity building, and cooperation aspects of cybersecurity).

5. B0ooz ALLEN HAMILTON, supra note 4, at 2; JuLIA VOO ET AL., NATIONAL CYBER
Power INDEx 2020 1-3 (2020), https://www.belfercenter.org/sites/default/files/2020-
09/NCPI_2020.pdf [https://perma.cc/U4D6-SYWZ].

6. V0O ET AL., supra note 5, at 8-10. This study by the Harvard Kennedy School’s
Belfer Center for Science and International Affairs examined a country’s stated objectives in
cyberspace, its ability to pursue those objectives, and the overall number of objectives the
country is pursuing. “Cyber intent” assesses “[e]ach country’s track record in perpetrating
cyber attacks,” its “cyber military strategies to date,” and its “participation in international
cooperation agreements on cyberspace.” ld.

7. 1d. at 6-7 (noting the 2011 Booz Allen Hamilton report only focused on digital in-
frastructure, while the 2018 International Telecommunication Union’s Global Cybersecurity
Index focused on “domestic cyber resilience” and “d[id] not take into account offensive cyber
capabilities”).
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investment in technology that has strengBthened its technical capabili-
ties and showcased its global ambitions.

In furtherance of these global ambitions, the Chinese govern-
ment has sought to establish a comprehensive legal framework for
managing cyberspace.® Consistent with Xi Jinping’s emphasis on the
“rule of law,”? China has enacted national legislation, beginning with
the National Security Law in 2015! and the Counter-Terrorism Law
in 2016.12 With the passage of the Cybersecurity Law (“CSL”)
(M4 22 457%) in 2017, China revealed ‘its vision of cybersecurity,®3
which is a broad term generally referring to “technologies, processes,
and practices designed to protect networks . . . from attack, damage, or
unauthorized access.”'* Since the CSL came into effect, a constant
stream of implementing regulations and guidelines have added detail
to China’s cybersecurity regime.'® Additional laws released since the
CSL include the Data Security Law®® and the Personal Information

8. Id. at 40.

9. Samm Sacks, China’s Emerging Cyber Governance System, CSIS,
https://www.csis.org/chinas-emerging-cyber-governance-system [https://perma.cc/36LP-
H8GP] .

10. 2 X1 JiNpING, Promote Socialist Rule of Law, in THE GOVERNANCE OF CHINA 119,
119 (2017); JAMIE P. HORSLEY, PARTY LEADERSHIP AND RULE OF LAW IN THE X1 JINPING ERA
1 (2019), https://www.brookings.edu/wp-content/uploads/2019/09/FP_20190930_china_
legal_development_horsley.pdf [https://perma.cc/9EUZ-VMES].

11. China Passes Tough New Intelligence Law, REUTERS (June 28, 2017, 8:06 AM),
https://www.reuters.com/article/us-china-security-lawmaking-idUSKBN19I11FW
[https://perma.cc/96G9-9A3P].

12. Zunyou Zhou, China’s Comprehensive Counter-Terrorism Law, THE DIPLOMAT
(Jan. 23, 2016), https://thediplomat.com/2016/01/chinas-comprehensive-counter-terrorism-
law/ [https://perma.cc/BKM7-7URM].

13. Sacks, supra note 9; Cybersecurity Law: Reactions and Recent Enforcement, CHINA
DiGIT. TIMES (June 20, 2017), https://chinadigitaltimes.net/2017/06/chinas-new-cybersecu-
rity-law-reactions-recent-enforcement/ [https://perma.cc/83XK-V83N].

14. Juliana De Groot, What is Cyber Security? Definition, Best Practices & More,
DicITAL GUARDIAN: DATA INSIDER (Oct. 5, 2020), https://digitalguardian.com/blog/what-
cyber-security [https://perma.cc/7GNF-UCBD].

15. For examples of implementing regulations, see SAMM SACKS & MANY!I KATHY LI,
How CHINESE CYBERSECURITY STANDARDS IMPACT DOING BUSINESS IN CHINA (2018),
https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/180802_Chinese_Cy-
bersecurity.pdf [https://perma.cc/F5PQ-LYYX].

16. Zhonghua Renmin Gongheguo Shuju Anquan Fa (4 N\ EEH AN E B 22 429%)
[PRC Data Security Law] (promulgated by the Standing Comm. Nat’l People’s Cong., June
10, 2021, effective Sept. 1, 2021), translated in TRANSLATION: DATA SECURITY LAW OF THE
PEOPLE’S REPUBLIC OF CHINA, STANFORD DIGICHINA CYBER PoLicy CENTER (June 29, 2021),
https://digichina.stanford.edu/news/translation-data-security-law-peoples-republic-china
[https://perma.cc/A6E9-ANSJ] [hereinafter Data Security Law].
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Protection Law, both passed in 2021.1" These two laws have expanded
China’s rules for the internet, with the Personal Information Protection
Law resembling the EU’s General Data Protection Regulation
(GGGDPR”) 18

As its domestic capabilities have grown, China’s influence on
global cybersecurlty capabilities and policies has also become more
prominent.’® One example of this trend is China’s Digital Silk Road,
an extension of ‘its Belt and Road Initiative, which invests in internet
and communication technology (ICT) projects around the globe. 20
These investments have coincided with ever-increasing global demand
for digital infrastructure.?! China has contributed an estimated $79
billion U.S. dollars (“USD”) to digital infrastructure globally, boosting
Chinese companies’ footprint and extending China’s influence.?? A

17. Zhonghua Renmin Gongheguo Geren Xinxi Baohu Fa
(e N RIEANEA A5 B 4#971%) [PRC Personal Information Protection Law] (promul-
gated by the Standing Comm. Nat’l People’s Cong., Aug. 20, 2021, effective Nov. 1, 2021),
http://www.npc.gov.cn/npc/c30834/202108/a8c4e3672¢74491a80b53a172bb753fe.shtml
[https://perma.cc/AD2Z-ZSGD] [hereinafter Personal Information Protection Law].

18. Natasha Lomas, China Passes Data Protection Law, TECH CRUNCH (Aug. 20, 2021,
6:35 AM), https://techcrunch.com/2021/08/20/china-passes-data-protection-law
[https://perma.cc/8J48-38WG].

19. INT’L INST. FOR STRATEGIC STUD., China’s Cyber Power in a New Era, in ASIA
PACIFIC REGIONAL SECURITY ASSESSMENT 2019, at 77-90 (May 2019); JONATHAN WOETZEL
ET AL., CHINA’S DIGITAL ECONOMY: A LEADING GLOBAL FORCE 1 (2017), https://www.mckin-
sey.com/~/media/McKinsey/Featured%20Insights/China/Chinas%20digital%20econ-
omy%20A%?20leading%?20global%20force/MGI-Chinas-digital-economy-A-leading-global-
force.pdf [https://perma.cc/L8F7-VC8U].

20. Clayton Cheney, China’s Digital Silk Road: Strategic Technological Competition
and Exporting Political Illiberalism, CouNnciL oN FOREIGN REL. (Sept. 26, 2019, 8:00 AM),
https://www.cfr.org/blog/chinas-digital-silk-road-strategic-technological-competition-and-
exporting-political [https://perma.cc/2Z6C-8DLW].

21. Int’lInst. for Strategic Stud., supra note 19; Jude Blanchette & Jonathan E. Hillman,
China’s Digital Silk Road After the Coronavirus, CSIS (Apr. 13, 2020),
https://www.csis.org/analysis/chinas-digital-silk-road-after-coronavirus  [https://perma.cc/
A9QUF-Y5ER] (predicting that demand for digital infrastructure projects will continue to in-
crease post-pandemic as they are less risky and “easier to monetize”); Joshua Kurlantzick,
Assessing China’s Digital Silk Road: A Transformative Approach to Technology Financing
or a Danger to Freedoms?, CounciL ON FOREIGN ReL. (Dec. 18, 2020, 10:38 AM),
https://www.cfr.org/blog/assessing-chinas-digital-silk-road-transformative-approach-tech-
nology-financing-or-danger [https://perma.cc/HJP5-973N] (estimating that as many as one-
third of the countries participating in the Belt and Road initiative are working with China on
Digital Silk Road projects).

22. Sheridan Prasso, China’s Digital Silk Road Is Looking More Like an Iron Curtain,
BLOOMBERG (Jan. 10, 2019, 12:01 AM), https://www.bloomberg.com/news/features/2019-01-
10/china-s-digital-silk-road-is-looking-more-like-an-iron-curtain  [https://perma.cc/84ND-
L5W6]; Eileen Yu, Alibaba Rolls Out First Overseas Smart City Al Platform in Malaysia,
ZDNET (Jan. 29, 2018, 6:33 PM), https://www.zdnet.com/article/alibaba-rolls-out-first-
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similar expansion of Chinese influence has occurred in the area of
cybersecurity law,? where national governments are frequently learn-
ing from and copying one another.?* Countries as diverse as Vi-
etnam,?® Uganda, and Tanzania®® have already adopted cybersecurity
laws with provisions that mirror the CSL, suggesting that other coun-
tries within China’s influence are willing to replicate its approach to
cybersecurity.?’

When the CSL first came into effect, multiple countries and
global technology companies protested that the CSL represented an
illegitimate attempt to protect domestic technology and force intellec-
tual property (IP) transfer.?® Some argued that the law threatened U.S.
national security by increasing the Chinese government’s access to in-
formation.?® Scholars highlighted the vagueness of the CSL’s provi-
sions, noting that key terms such as “critical information infrastruc-
ture” and “network operator” were not clearly defined—the lack of
definition thus left the Chinese government broad discretion to inter-
pret the law.*°

overseas-smart-city-ai-platform-in-malaysia/ [https://perma.cc/M3DT-CJQL]; Joshua Kur-
lantzick, China’s Digital Silk Road Initiative: A Boon for Developing Countries or a Danger
to Freedom?, THE DiPLOMAT (Dec. 17, 2020), https://thediplomat.com/2020/12/chinas-digi-
tal-silk-road-initiative-a-boon-for-developing-countries-or-a-danger-to-freedom/
[https://perma.cc/S73J-ZD2Z] (noting that China’s Digital Silk Road investments have ex-
tended from Ecuador to Egypt to Zambia).

23. Int’l Inst. for Strategic Stud., supra note 19.

24. Policy Recommendations: Freedom on the Net 2020, FREeDOM HoUSE, https:/free-
domhouse.org/report/report-sub-page/2020/policy-recommendations-freedom-net-2020
[https://perma.cc/77UR-R97B].

25. Thoi Nguyen, Vietnam’s Controversial Cybersecurity Law Spells Tough Times for
Activists, THE DIPLOMAT (Jan. 24, 2019), https://thediplomat.com/2019/01/viethams-contro-
versial-cybersecurity-law-spells-tough-times-for-activists  [https://perma.cc/A8AF-Y2EC]
(identifying the law’s similarity to the CSL).

26. Samm Sacks, Beijing Wants to Rewrite the Rules of the Internet, THE ATLANTIC
(June 18, 2018), https://www.theatlantic.com/international/archive/2018/06/zte-huawei-
china-trump-trade-cyber/563033/ [https://perma.cc/CMN5-ER44].

27. Adrian Shahbaz, Freedom on the Net 2018: The Rise of Digital Authoritarianism,
FReeDOM HousE, https://freedomhouse.org/report/freedom-net/2018/rise-digital-authoritari-
anism [https://perma.cc/P9BH-4G5P] (last visited Feb. 27, 2020).

28. Communication from the United States, Measures Adopted and Under Development
by China Relating to Its Cybersecurity Law, WTO Doc. S/IC/W/374 (Sept. 25, 2017).

29. Brandon W. Jackson, Economics, Innovation, and the Art of a Long View: A Deep-
Dive on the National Security Implications of China’s 2016 Cybersecurity Law, 10 NAT’L
SEc. L. BRIEF 93, 156-57 (2020).

30. Samm Sacks, China’s Cybersecurity Law Takes Effect: What to Expect, LAWFARE
(June 1, 2017, 10:56 AM), https://www.lawfareblog.com/chinas-cybersecurity-law-takes-ef-
fect-what-expect [https://perma.cc/BS69-NKY M].
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Despite extensive commentary on the potential impacts of the
CSL, there has not yet been a comprehensive examination of the cita-
tion and use of the CSL and related regulations in the Chinese judicial
system. As research on the ground in China becomes more difficult
due to travel and access restrictions,! Chinese court decisions placed
online are an increasingly valuable source of insight into the domestic
application of Chinese law.** The discussion in this Note may be par-
ticularly valuable as several of the cases discussed on this Note are
now “missing” on the official China Judgements Online site.*

This Note examines the citation and application of the 2017
CSL and subsequent implementing regulations in the Chinese judicial
system. First, it introduces key actors within China’s cybersecurity
regime and notable provisions of the CSL. Second, it outlines availa-
ble cases citing to the CSL and examines Chinese courts’ interpreta-
tions of the CSL. Third, it argues that the domestic application and
interpretation of the CSL demonstrate China’s emerging vision for cy-
bersecurity—one with robust rights for citizens in the economic
sphere, but with sophisticated levels of state control regarding political
speech. Analysis to date of the CSL has focused on its impact on for-
eign businesses, with familiar claims of protectionism and fears sur-
rounding IP theft.3* Insights from the domestic application of the law
provide a more complete picture of China’s vision for cybersecurity,
with significant global implications.

|. THE CYBERSECURITY LAW AND CHINA’S CYBERSECURITY REGIME
A. China’s Cybersecurity Administration and the Judicial System
1. The Preeminence of the CCP and the Judicial Structure

The Chinese Communist Party (CCP) maintains de facto lead-
ership over all aspects of China’s executive, legislative, and judicial

31. During the COVID-19 pandemic, China imposed some of the world’s strictest entry
restrictions for non-citizens. See Sui-Lee Wee & Keith Bradsher, Think Covid’s Messed Up
Your Travel Plans? Try Getting into China, N.Y. TiMes (Mar. 21, 2021), https://www.ny-
times.com/2021/03/21/business/international/china-coronavirus-borders.html
[https://perma.cc/X2RF-X6YG].

32. Benjamin L. Liebman et al., Mass Digitization of Chinese Court Decisions: How to
Use Text as Data in the Field of Chinese Law, 8 J.L. & CTs. 177, 178 (2020).

33. See generally China Judgements Online, https://wenshu.court.gov.cn/web-
site/wenshu/181029CR4M5A62CH/index.html [https://perma.cc/W4VM-58ZG].

34. See, e.g., Lee, supra note 1, at 60-61.
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systems.>® On paper, the Chinese State government operates inde-
pendently of the CCP and there are few formal linkages between the
CCP and the State. In reality, the CCP and State government operate
in a dual system where the CCP retains control through informal mech-
anisms, such as CCP policy directives and appointments,® and formal
mechanisms, such as the Cyberspace Administration of China.®’

The State government, led by the National People’s Congress
(NPC), handles day-to-dayg)olicy implementation, which includes for-
mally passing legislation.®® The State government also includes the
State 3%‘OU ncil, a cabinet-like body, and People’s governments at every
level.

The judicial system formally falls within the State structure.*°
The hierarchical court system begins with the People’s Courts at the
local level, then Intermediate People’s Courts, High People’s Courts,
and, at the top, the Supreme People’s Court.** The courts work closely
with the public security bureaus, or police, as well as the procurato-
rates,*> which conduct criminal prosecutions and investigations on be-
half of the State.** Together, the courts, the public security bureaus,

35. Jianfu Chen, Out of the Shadows and Back to the Future: CPC and Law in China,
24 AsiAPAcCIFIC L. Rev. 176, 178 (2016); SUSAN V. LAWRENCE & MICHAEL F. MARTIN, CONG.
RsCH. SERV., R41007, UNDERSTANDING CHINA’S POLITICAL SYSTEM 2 (2013).

36. Chen, supra note 35, at 194; HORSLEY, supra note 10, at 1, 5-6. For examples of
the CCP’s directives, see, for example, SCOTT LIVINGSTON, THE CHINESE COMMUNIST PARTY
TARGETS THE PRIVATE SECTOR 1 (2020), https://csis-website-prod.s3.amazonaws.com/s3fs-
public/publication/201008_L.ivingston_CCP%20Targets%20Private%20Sector_WEB%20
FINAL.pdf [https://perma.cc/KX8U-B5UZ].

37. See discussion infra Section LA.1.
38. LAWRENCE & MARTIN, supra note 35, at 28.
39. Id.at4,9.

40. The Supreme People’s Court, the highest court, reports to the National People’s Con-
gress. Id. at 4.

41. YIFAN WANG, SARAH BIDDULPH & ANDREW GODWIN, A BRIEF INTRODUCTION TO THE
CHINESE JUDICIAL SYSTEM AND COURT HIERARCHY 7 (2017), https://law.unimelb.edu.au/
__data/assets/pdf_file/0004/2380684/ALC-Briefing-Paper-6-Wang,-Biddulph,-
Godwin_5.pdf [https://perma.cc/AM95-WEYC].

42. The procuratorates generally act as prosecutors, but their role also expands beyond
the traditional purview of a prosecutor in the U.S. legal system. See id. at 26.

43. Zhonghua  Renmin  Gongheguo  Renmin  Jianchayuan  Zuzhi Fa
(PP N RSEFNE N A28 2H 4032 [Organic Law of the People’s Procuratorate of the
People’s Republic of China] (promulgated by the Standing Comm. Nat’l People’s Cong., Oct.
26, 2018, effective Jan. 1, 2019) arts. 20, 26, http://www.npc.gov.cn/npc/c12435/
201810/b59a94f891794d9980e950¢5¢d8a0204.shtml, translated in Organic Law of the Peo-
ple’s Procuratorate of the PRC (2018), CHINA LAW TRANSLATE (2018), https://www.chi-
nalawtranslate.com/organic-law-of-the-peoples-procuratorate-of-the-prc-2018/
[https://perma.cc/K8CQ-R64H] [hereinafter Organic Law of the People’s Procuratorate].
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and the procuratorates compose the gongjianfa (Z\15:72:), a term refer-
ring to all three institutions in one.*

The dual system, wherein the CCP exercises de facto power
over the formal State structures, also applies to the courts.*® The Cen-
tral Party Political-Legal Committee, established in 1978, reports to
the Central Party Committee and is responsible for the “coordinat[ion
of] all legal institutions.”*® Local Party Political-Legal Committees
exercise influence over judicial policies and, in some circumstances,
may influence the outcome of specific cases.*’ Since Xi Jinping as-
sumed power as the CCP’s General Secretary in 2012, the CCP has
emphasized the priority of “governing the country in accordance with
law” (#&1E1B1E).#  In response, CCP-led reforms have increased
standardization across the court system and strengthened some protec-
tions for the judiciary.*® It has remained clear, however. that the CCP
itself is not subject to the rule of law.>® The courts continue to lack
independence under the CCP, with the CCP exercising increasing con-
trol over the legal system.®!

2. Key Actors in China’s Cybersecurity Administration

The main institutions responsible for developing and enforcing
cybersecurity policies span both CCP and State organizations. At the
top, the Cyberspace Administration of China (“CAC”), a CCP agency,
reports to the Central Leading Group for Cyberspace Affairs, which
Xi Jinping leads.®® The CAC, which consolidated bureaucratic author-
ity over previously overlapping and redundant institutions in 2014,%

44. WANG, BIDDULPH & GODWIN, supra note 41, at 26.

45. See generally Ling Li, Political-Legal Order and the Curious Double Character of
China’s Courts, 6 AsIAN J.L. & Soc’y 19 (2019); HoRsLEY, supra note 10.

46. Li, supra note 45, at 25-26.
47. Id. at 27.

48. China New Leaders: Xi Jinping Heads Line-Up for Politburo, BBC News (Nov. 15,
2012),  https://lwww.bbc.com/news/world-asia-china-20322288  [https://perma.cc/27KP-
TADR]; HORsLEY, supra note 10, at 1.

49. HORsLEY, supra note 10, at 1, 5.
50. Id.at 1.
51. Id.at7.

52. David Bandurski, Web of Laws: How China’s New Cyberspace Administration is
Securing Its Grip on the Internet, H.K. FRee Press (May 7, 2017, 10:30 AM),
https://hongkongfp.com/2017/05/07 /web-laws-chinas-new-cyberspace-administration-secur-
ing-grip-internet/ [https://perma.cc/VER5-XEAX].

53. Angi Wang, Cyber Sovereignty at Its Boldest: A Chinese Perspective, 16 OHIO ST.
TecH. L.J. 395, 430-31 (2020).
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promulgates cybersecurity policy and regulates online content.>* The
CAC has publicized investigations against companies that have alleg-
edly violated the CSL, > with local branches of the CAC imposing
fines.>® While the exact amount of the fine is not always made pub-
lic,%” the CAC likely bases fines on the CSL, which authorizes fines of
up to 1,000,000 RMB (approx. $154,000 USD).%® The Ministry of
Public Security (“MPS”), which all local public security bureaus ulti-
mately report to, has historically managed China’s “Great Firewall”
and conducted general cybersecurity management.>® The relationship
between the CAC and the MPS in implementing and enforcing cyber-
security standards was unclear immediately after the implementation
of the law—recent documents suggest that the MPS has taken primary
responsibility for enforcing the core provisions of the CSL.®° For ex-
ample, local public security bureaus have conducted large-scale

54. Paul Triolo et al., China’s Cybersecurity Law One Year On, NEw AMERICA (Nov.
30, 2017), http://newamerica.org/cybersecurity-initiative/digichina/blog/chinas-cybersecu-
rity-law-one-year/ [https://perma.cc/3G2K-UQVH]; Wang, supra note 53, at 454.

55. Charlotte Gao, China Fines Its Top 3 Internet Giants for Violating Cybersecurity
Law, THE DIPLOMAT (Sept. 26, 2017), https://thediplomat.com/2017/09/china-fines-its-top-3-
internet-giants-for-violating-cybersecurity-law/ [https://perma.cc/4373-5LGK].

56. See, e.g., Beijing Shi Wangxinban Yiju Wangluo Anquan Fa Dui Xinlang Weibo,
Baidu Tieba Zuochu Xingzheng Chufa  (ALECHIRIE IMEIRE (LR 2 421%)
SRR . M NEAE AT B §T) [Beijing Cyberspace Office Imposes Administrative
Punishments on Weibo, Baidu According to the Cybersecurity Law], WEIXIN (Sept. 25, 2017),
https://mp.weixin.gq.com/s/eNkQI9JCf3kz96gAhozuEw [https://perma.cc/D69Z-X6RW].

57. ld.

58. Zhonghua Renmin Gongheguo Wangluo Anguan Fa
(FRAE N B SLFNE WX 45 22 4275 [Cybersecurity Law of the People’s Republic of China]
(promulgated by the Standing Comm. Nat’l People’s Cong., Nov. 6, 2016, effective June 1,
2017), art. 59, http://www.cac.gov.cn/2016-11/07/c_1119867116.htm [https://perma.cc/
94MK-UKPY], translated in Rogier Creemers et al., Translation: Cybersecurity Law of the
People’s Republic of China (Effective June 1, 2017), NEw AMERICA (June 29, 2018),
http://newamerica.org/cybersecurity-initiative/digichina/blog/translation-cybersecurity-law-
peoples-republic-china/ [https://perma.cc/QZ29-TN6D] [hereinafter Cybersecurity Law].

59. Triolo et al., supra note 54.

60. Guanche Luoshi Wangluo Anquan Dengji Baohu Zhidu He Guanjian Xinxi Jichu
Sheshi Anqguan Baohu Zhidu de Zhidao Yijian
(A 52 ) 6 22 A S5 G R AP ] BE AN S B A5 IS R Al B %2 B (R B FZ 4R S 2 L) [Gui-
ding Opinions on Implementing the Cybersecurity Multi-Level Protection System and Critical
Information Infrastructure Security Protection System], ZHONGHUA RENMIN GONGHEGUO
GONG’AN Bu (FF 4 A B LA E 2 230) [THE MINISTRY OF PUBLIC SECURITY OF THE PEOPLE’S
RepuBLIC OF CHINA] (Sept. 22, 2020), https://www.mps.gov.cn/n6557558/c7369310/con-
tent.html, translated in Rogier Creemers et al., Chinese Government Clarifies Cybersecurity
Authorities (Translation), NEw AMERICA (Sept. 25, 2020), http://newamerica.org/cybersecu-
rity-initiative/digichina/blog/chinese-government-clarifies-cybersecurity-authorities-transla-
tion/ [https://perma.cc/WS4X-YGYA].



238 COLUMBIA JOURNAL OF TRANSNATIONAL LAW [60:1

inspections of companies for compliance with the CSL, and imposed
fines and other administrative penalties.®

3. Administrative, Criminal, and Civil Litigation

There are several types of litigation within the Chinese court
system—most significant to this Note are administrative, criminal, and
civil litigation. Administrative litigation has received significant at-
tention in the literature on the Chinese court system because it is the
only way Chinese citizens and companies can sue the State.? The
1989 Administrative Litigation Law (“ALL”), amended in 2014, is the
formal legal basis for administrative litigation.%® Under the ALL, liti-
gants may not bring general challenges to laws—they must challenge
an administrative decision that is specific to the litigant, which ex-
cludes regulations and normative documents of general application.
Typical administrative cases include citizens challenging the local
government’s seizure of land, administrative punishments including
fines and detentions,®® provision of employment benefits, and the
granting of government permits.®® The courts tend to defer to the local
goverg7ment, with plaintiffs obtaining relief in only one-fourth of
cases.

61. DENTONS, 2019 CHINA DATA PROTECTION & CYBERSECURITY ANNUAL REPORT 17
(2019).

62. For a discussion of the ALL pre-2014, see generally Susan Finder, Like Throwing
an Egg Against a Stone—Administrative Litigation in the People’s Republic of China, 3 J.
CHINESE. L. 1 (1989). For a discussion of the 2014 amendments to the ALL, see generally He
Haibo, How Much Progress Can Legislation Bring? The 2014 Amendment of the Administra-
tive Litigation Law of PRC, 13 U. PA. AsIAN L. Rev. 137 (2018).

63. Zhonghua Renmin Gongheguo Xingzheng Susong Fa
(TP N RSLANE 4T BOFA:) [PRC Administrative Litigation Law] (promulgated by the
Standing Comm. Nat’l People’s Cong., Nov. 1, 2014, effective May 1, 2015)
http://www.npc.gov.cn/zgrdw/npc/xinwen/2017-06/29/content_2024894.htm
[https://perma.cc/SDIR-6K5Y], translated in Administrative Litigation Law (2015), CHINA L.
TRANSLATE  (Oct. 1,  2015), https://www.chinalawtranslate.com/f T BRI 14
[https://perma.cc/9W7U-6T9H] [hereinafter Administrative Litigation Law].

64. He, supra note 62, at 141; Administrative Litigation Law, supra note 63, art. 13.

65. Administrative punishments are less severe than criminal penalties and are governed
by the 2005 Law on Administrative Penalties for Public Securities Offenses. See Ruohui
Zhao, Administrative Punishment, in THE ENCYCLOPEDIA OF CORRECTIONS (Kent R. Kerley
ed., 2017).

66. Liebman et al., supra note 32, at 192-93.
67. He, supranote 62, at 141.
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The courts also handle criminal cases, which are governed by
the Criminal Procedure Law and the Criminal Law of the PRC.%® The
Criminal Law, spanning over 400 articles, constitutes the main basis
for criminal liability.®® Distinguishing characteristics of China’s crim-
inal system include the high conviction rate—ninety-nine percent—
and weaknesses in procedural protections for defendants’™ that have
persisted despite recent reforms.”*

In China’s civil litigation system, governed by the Civil Proce-
dure Law, courts have significant flexibility in interpreting and apply-
ing the law.”> For example, in tort litigation, courts may deviate from
the actual provisions of the law in the interest of compensating parties
that have suffered losses.”® Courts are often balancing the interests of

68. Zhonghua Renmin Gongheguo Xing Fa (14 A L ANE F]7%) [Criminal Law of
the People’s Republic of China] (promulgated by the Standing Comm. Nat’l People’s Cong.,
Mar. 14, 1997, effective Oct. 1, 1997), http://www.npc.gov.cn/wxzl/wxzl/2000-12/17/con-
tent_4680.htm [https://perma.cc/6L4X-S4Y M] translated in Criminal Law of the People’s Re-
public of China, CONGRESSIONAL-EXECUTIVE COMMISSION ON CHINA (Jan. 15, 2013),
https://www.cecc.gov/resources/legal-provisions/criminal-law-of-the-peoples-republic-of-
china [https://perma.cc/HZS3-WF3K] [hereinafter Criminal Law]; Zhonghua Renmin
Gongheguo Xingshi Susong Fa ({74 A F AN [E JH 27 14722) [Criminal Procedure Law of
the People’s Republic of China] (promulgated by the Standing Comm. Nat’l People’s Cong.,
Mar. 3, 2012, effective Jan. 1, 2013), http://www.gov.cn/flfg/2012-03/17/con-
tent_2094354.htm, translated in Criminal Procedure Law of the People’s Republic of China,
CONGRESSIONAL-EXECUTIVE COMMISSION ON CHINA (Nov. 22, 2016), https://www.cecc.gov/
resources/legal-provisions/criminal-procedure-law-of-the-peoples-republic-of-china
[https://perma.cc/SOWS-5BP6].

69. JIANFU CHEN, CRIMINAL LAW AND CRIMINAL PROCEDURE LAW IN THE PEOPLE’S
RepPuBLIC OF CHINA 5 (2013).

70. Criminal defense attorneys may themselves face sanctions if they question the
judge’s procedure. “All Criminal Defendants to Have Lawyers”: Is Access to Defense Law-
yers Enough in a System Designed Against Defendants? Part I, Dut Hua Hum. RTs. J. (Aug.
29, 2018), http://www.duihuahrjournal.org/2018/08/all-criminal-defendants-to-have-law-
yers.html [https://perma.cc/8N3V-RBS5].

71. Reform efforts include emphasizing a “trial-centered” approach as opposed to re-
solving criminal cases outside of the procedural protections of the trial process. Sarah Bid-
dulph, Elisa Nesossi & Susan Trevaskes, Criminal Justice Reform in the Xi Jinping Era, 2
CHINA L. & Soc’y Rev. 63, 77-78 (2017).

72. Zhonghua Renmin Gongheguo Minshi Susong Fa (FF#& A\ RALANE R FHUFIATE)
[Civil Procedure Law of the People’s Republic of China] (promulgated by the Standing
Comm. Nat’l People’s Cong., June 27, 2017, effective July 1, 2017),
http://Amwww.moj.gov.cn/Department/content/2018-12/25/357_182594.html translated in Civil
Procedure Law of the People’s Republic of China, China International Commercial Court
(June 29, 2017), http://cicc.court.gov.cn/html/1/219/199/200/644.html  [https://perma.cc/
6ZES-FEIM].

73. Benjamin L. Liebman, Ordinary Tort Litigation in China: Law Versus Practical Jus-
tice?, 1 J. TorT L. 197, 227 (2020).
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the local government, media coverage, and common-sense notions of
fairness in applying the law.”

B. Overview of the 2017 Cybersecurity Law

The National People’s Congress passed the CSL in November
2016 and it came into effect on June 1, 2017.” The CSL consists of
seventy-nine articles, divided into seven chapters.” Several key pro-
visions are highlighted below.””

1. Scope

First, the CSL defines the scope and application of China’s cy-
bersecurity legal regime. The law mainly applies to two parties—"net-
work operators” and “critical information infrastructure” operators—
while also imposing responsibilities on individuals’ and the State.”
A “[n]etwork” is any “system comprised of computers or other infor-
mation terminals.”® “Network operators” are defined as “network
owners, managers, and network service providers.”® Practically
speaking, “network operators” could include any business using the
internet®>—as the case law demonstrates, the CSL has covered internet
companies from travel websites to gaming.8® “Critical information in-
frastructure” encompasses: “[PJublic communication and information
services, power, traffic, water resources, finance, public service, e-
government, and other critical information infrastructure which—if
destroyed . . . might seriously endanger national securitX, national wel-
fare, the people’s livelihood, or the public interest.”®* The Chinese

74. Chinese courts emphasize “flexible problem solving” with the goal towards prevent-
ing or eliminating disputes. 1d. at 225.

75. Jack Wagner, China’s Cybersecurity Law.: What You Need to Know, THE DIPLOMAT
(June 1, 2017), https://thediplomat.com/2017/06/chinas-cybersecurity-law-what-you-need-to-
know/ [https://perma.cc/6N7R-GBKG].

76. Cybersecurity Law, supra note 58.

77. For an excellent in-depth analysis of the law around the time of its enactment, see
generally Lee, supra note 1.

78. Cybersecurity Law, supra note 58, art. 12.

79. Cybersecurity Law, supra note 58, arts. 3-8, 15-20.
80. Cybersecurity Law, supra note 58, art. 76.

81. Id.

82. Wagner, supra note 75; Lee, supra note 1, at 71.
83. See infra Section 11.C.3.

84. Cybersecurity Law, supra note 58, art. 31.
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government has continued to expand this list through subsequent reg-
ulations, for examglgle by adding “defense technology industries” in a
recent regulation,® while also maintaining significant discretion for
interpreting the term with regard to unlisted industries.2® While the
law formally applies within the territory of mainland China,®’ the
CSL’s data regulation provisions, combined with data’s borderless na-
ture,®® mean that in practice the CSL has extraterritorial effects.%®

2. Individual Rights

While international attention has focused on China’s core pur-
poses of strengthening national security®® and promoting China’s con-
cept of “cyber sovereignty,”®* the CSL also includes protections for
the rights of individuals using the internet and conducting business.®?
The CSL establishes rights and responsibilities for individuals, stating
that individuals have a right to “use networks in accordance with the
law”% and imposing obligations to “observe public order[] and respect
social morality.”® These articles are worded so broadly that they

85. Lester Ross, Kenneth Zhou, & Tingting Liu, China Rolls Out Critical Information
Infrastructure  Security Protection Regulations, WILMERHALE (Aug. 10, 2021),
https://www.wilmerhale.com/en/insights/client-alerts/20210819-china-rolls-out-critical-in-
formation-infrastructure-security-protection-regulations [https://perma.cc/JR3P-UHRQ].

86. See Richard Bird, Am 1 Critical (Information Infrastructure)?, FRESHFIELDS
BRUCKHAUS DERINGER (Apr. 29, 2020), https://digital.freshfields.com/post/102g5zu/am-i-
critical-information-infrastructure infrastructure [https://perma.cc/94HH-7HPG].

87. Article 2 of the CSL states that the law generally applies “within the mainland terri-
tory of the People’s Republic of China.” Cybersecurity Law, supra note 58, art. 2.

88. Allison Lapehn, Why the U.S. Should Pay Attention to China’s Draft Data Security
Law, SUPCHINA (Oct. 5, 2020), https://supchina.com/2020/10/05/why-the-u-s-should-pay-at-
tention-to-chinas-draft-data-security-law/ [https://perma.cc/6BKX-PSBP].

89. Under Article 37’s data localization requirement, for example, a company physically
located outside of China but serving customers in China would fall under the CSL’s require-
ments if they were “critical information infrastructure” operators. See JONES DAY,
IMPLEMENTING CHINA’S CYBERSECURITY LAw 4 (2017), https://www.jonesday.com/files/up-
load/Implementing%20Chinas%20Cybersecurity%20Law.pdf [https://perma.cc/LK72-
RVZ2].

90. See Jackson, supra note 29.

91. Cybersecurity Law, supra note 58 art. 1; Lee, supra note 1, at 67—70; Wang, supra
note 53, at 396 (describing the Chinese government’s concept of “cyber sovereignty” as its
ability to control the internet within Chinese territory).

92. The CSL aims to “protect the lawful rights and interests of citizens, legal persons,
and other organizations” and “promote the healthy development of the informatization of the
economy and society.” Cybersecurity Law, supra note 58, art. 1.

93. Cybersecurity Law, supra note 58, art. 12.

94. Id.
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could be interpreted in any number of ways by the courts.** Crucially,
some establish rights for individuals related to privacy and data secu-
rity.%® Plaintiffs could theoretically rely on these provisions as a basis
for civil litigation.

3. National Cybersecurity Protections

Chapters 11l and IV of the CSL impose the most detailed re-
quirements for network operators and critical information infrastruc-
ture operators, such as formulating emergency response plans for se-
curity breaches,® preventing cyberattacks,”® and maintaining
confidentiality in processing and storing data.*® Articles 42, 43, and
44 concern personal information, requiring network operators to take
steps to “ensure the security of personal information they gather” and
prohibiting unlawful use of personal information.®

Several articles shed light on China’s unique concepts of
“cyber sovereignty”1%t and cybersecurity. Article 24 requires network
providers to confirm the real names of their customers before provid-
ing service.'%2 China has been the most prominent country to embrace
an approach to cybersecurity that requires real names and disallows
anonymity.'® One of the most controversial provisions for foreign
companies is Article 37’s data localization requirement, which re-
quires critical information infrastructure operators to store data col-
lected within China inside the country—an expensive requirement that

95. For example, Article 12 also includes a long list of prohibited activities, such as
“us[ing] the Internet to engage in activities endangering national security, national honor, and
national interests” and “incit[ing] separatism.” Id. See also Lee, supra note 1, at 89.

96. Article 22 requires “network providers” to obtain consent from the users before col-
lecting user information. Article 43 states individuals have the right to demand deletion of
their personal information. Cybersecurity Law, supra note 58, arts. 22, 43.

97. Id. art. 25.

98. Id.art. 21.

99. Id. art. 40.

100. Unlawful uses of personal information include disclosure of personal information
without consent, “tamper[ing] with” personal data or destroying it. Id. art. 42.

101. See supra note 91 and accompanying text.
102. Cybersecurity Law, supra note 58, art. 24.

103. For more on China’s actions pre-CSL to implement real-name registration rules, see
generally Jyh-An Lee & Ching-Yi Liu, Real-Name Registration Rules and the Fading Digital
Anonymity in China, 25 WASH. INT’L L.J. 1 (2016); see also Samm Sacks & Paul Triolo,
Shrinking Anonymity in Chinese Cyberspace, LAWFARE (Sept. 25, 2017, 12:20 PM),
https://www.lawfareblog.com/shrinking-anonymity-chinese-cyberspace
[https://perma.cc/XS7B-E5HT].



2021] AN ALTERNATE VISION: CHINA’S CSL 243

places data within the physical reach of the CCP.1% Article 37 also
requires security assessments for cross-border data transfer, reinforc-
ing China’s attempts to control the storage and flow of data.'®

4. Penalties

Finally, the CSL sets specific penalties and legal remedies for
violations of the CSL. The CSL may be a basis for both criminal and
civil liability.1® Penalties under the law include fines of up to
1,000,000 RMB (approx. $154,000 USD), detention by the public se-
curity organizations for up to 15 days, and suspension of business op-
erations.’®” Some violations are only subject to punishment “in ac-
cordance with the provisions of the relevant laws and administrative
regulations.”'% This allows for additional penalties to be set bly the
more detailed implementing regulations issued after the CSL,'® as
well alslg‘or courts to cite multiple laws or regulations in its final deci-
sions.

C. Global Response to the Cybersecurity Law

Following the CSL’s release and implementation, responses
from multinational companies (MNCs) and governments center on
three areas. The first concerns the CSL’s allegedly protectionist
measures,'!? particularly the data localization requirement in Article

104. Cybersecurity Law, supra note 58, art. 37; Yuan Yang, China’s Cyber Security Law
Rattles Multinationals, FIiN. TiMES (May 30, 2017), https://www.ft.com/content/b302269c-
44ff-11e7-8519-9f94e€97d996 [https://perma.cc/UVC6-DCPW].

105. Cybersecurity Law, supra note 58, art. 37.

106. Id. art. 74.
107. Id. arts. 59-69.
108. Id. art. 70.

109. Samm Sacks, Beijing’s Cyber Governance System, in MEETING THE CHINA
CHALLENGE: RESPONDING TO CHINA’S MANAGED EcoNnomy 31 (James Lewis ed., 2018).

110. See, e.g., Gao Guangjun Yu Anshan Shi Gong’an Ju Tiedong Gong’an Fenju
Gong’an Xingzheng Guanli: Qita (Gong’an) Yi Shen Xingzheng Panjue Shu
(&) e G-t (L T N2 TR RR 2R N 4293 JRy s 2 AT BUE B A (A 22) — Wi AT LA ) [Gao
Guangjun and Anshan City Public Security Bureau, Tiedong Branch, Public Security Man-
agement: Other (Public Security) First Instance Administrative Judgment] China Judgements
Online, (2020) Liao 0381 Xingchu 30 Hao ((2020)i£038117#]30%5) [2020 Liaoning First
Instance Administrative Judgment No. 30] (Haicheng City People’s Ct., June 19, 2020) [here-
inafter Gao v. Tiedong Public Security Bureau] (citing to both the CSL and the PRC Law on
Public Security Management Penalties, 774 A F& 3471 [ ¥ 228 FLAL §719%).

111. U.S.-CHINA EcoN. & SEC. REV. CoMM’N, Year in Review: Economics and Trade, in
2017 ANNUAL RePORT TO CONGRESS 35, 40-41 (2017); Eva Dou, Global Tech Companies
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37.112 MINCs predict the data localization requirement will grant a spe-
cial advantage to domestic competitors whose data infrastructure is al-
ready located in China, while foreign competitors may need to estab-
lish expensive new data storage centers and incur additional costs with
data transfers.'® The security review requirement also raises fears that
companies will be forced to disclose intellectual property.'** Second,
vaguely worded provisions, such as the definition of “network opera-
tor,” potentially grant Chinese administrative agencies and public se-
curity bureaus wide discretion when applying the law.**® Third, ob-
servers fear that the CSL will strengthen the CCP’s ability to punish
dissenters and limit speech, both within China and abroad.*** Beyond
the immediate impact of the law, a broader concern is that the CSL
represents China’s vision for cybersecurity—one that similarly situ-
atedlfﬂjthoritarian states, or even democratic ones, may seek to emu-
late.

Indeed, while this Note focuses on the application of the CSL
within China’s judicial system, its insights into the CSL and China’s
cybersecurity vision are relevant to the broader international commu-
nity because China’s technolog 8practices and domestic laws have an
outsized impact on other states.'*® China is a sizeable exporter of both
information and communications technology (ICT) and cybersecurity
policy.*® Huawei, a major supplier of ICT,*?° along with Chinese

Call on China to Delay Cybersecurity Law, WALL ST. J. (May 15, 2017, 4:31 AM),
https://www.wsj.com/articles/global-tech-companies-call-on-china-to-delay-cybersecurity-
law-1494837117 [https://perma.cc/VTMU-GGWG].

112. Wagner, supra note 75.

113. Market Access Challenges in China: Hearing before the Subcomm. on Int’l Trade,
Customs, & Glob. Competitiveness of the S. Comm. on Finance, 115th Cong. 44 (2018) (state-
ment of Dean Garfield, President & CEO, Info. Tech. Indust. Council).

114. 1d. at43.

115. Jacob Quinn, A Peek Over the Great Firewall: A Breakdown of China’s New Cyber-
security Law, 20 SMU SclI. & TecH. L. Rev. 407, 432 (2017); Wagner, supra note 75; Lee,
supra note 1, at 89.

116. Quinn, supra note 115, at 430.

117. See notes 23-27 and accompanying text for examples of countries that are emulating
China’s cybersecurity laws.

118. See infra Section I11.C .

119. Editorial Board, Opinion: China is Exporting Its Digital Authoritarianism, WASH.
PosT (Aug. 5, 2020), https://www.washingtonpost.com/opinions/china-is-exporting-its-digi-
tal-authoritarianism/2020/08/05/f14df896-d047-11ea-8¢c55-61e7fa5e82ab_story.html
[https://perma.cc/NTC5-XHPZ].

120. Amy Mackinnon, For Africa, Chinese-Built Internet Is Better Than No Internet at
All, FOreIGN PoL’y (Mar. 19, 2019, 3:53 PM), https://foreignpolicy.com/2019/03/19/for-af-
rica-chinese-built-internet-is-better-than-no-internet-at-all  [https://perma.cc/2HKV-RQKR];
Our Company, HUAWEI, https://www.huawei.com/us/corporate-information [https://perma.cc/
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government representatives, is closely involved in shaping cybersecu-
rity policy within countries that purchase its products and services.'?!
Countries with existing authoritarian governments or authoritarian
tendencies, such as Ecuador, Venezuela, and Zimbabwe, have wel-
comed Chinese technology and assistance.'?? China, one of Cambo-
dia’s largest foreign investors, has supplied surveillance technology to
the country’s longstanding ruler, Prime Minister Hun Sen.!® In Au-
gust 2020, a leaked draft of a Cambodian cybercrime law contained
provisions nearly identical to those of the CSL—allowing fines or im-
prisonment for people that make false statements online threatening
“public safety” and “national security,” and requiring preservation of
data for at least six months (mirroring CSL Atrticle 21(3)).1%* Vi-
etnam’s pattern of enforcement has been very similar to that of China
in adopting the CSL.1® While China’s investments are not generating
the same level of influence in all countries, China’s cybersecurity

64G6-S3S5]; Global Smartphone Market Share: By Quarter, COUNTERPOINT RscH. (Feb. 22,
2020), https://www.counterpointresearch.com/global-smartphone-share/
[https://perma.cc/99C7-3RNU].
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security practices. Abdi Latif Dahir, China Is Exporting Its Digital Surveillance Methods to
African Governments, Nextcov (Nov. 1, 2018), https://www.nextgov.com/emerging-
tech/2018/11/china-exporting-its-digital-surveillance-methods-african-governments/152495/
[https://perma.cc/JW93-HJA2]; Sacks, supra note 26.

122. Paul Mozur, Made in China, Exported to the World: The Surveillance State, N.Y.
TiMES (Apr. 4, 2019), https://www.nytimes.com/2019/04/24/technology/ecuador-surveil-
lance-cameras-police-government.html [https://perma.cc/lUGQ5-TDMK] (quoting an Ecuad-
orean dissident stating “I believe what the Chinese model generates is control over society
.. .. Arigid control.”); THE NEw BIG BROTHER: CHINA AND DIGITAL AUTHORITARIANISM, S.
PRT. 116-47, at 31-35 (2020).

123. INT’L REPUBLICAN INST., CHINESE MALIGN INFLUENCE AND THE CORROSION OF
DemocrAcy 11 (David Shullman ed., 2019), https://www.iri.org/sites/default/files/chi-
nese_malign_influence_report.pdf [https://perma.cc/C3EG-7BS7].

124. Jessica Goodfellow, Cambodia’s Draft Cybercrime Law Raises Free Speech Alarm,
CAMPAIGN AsIA (Oct. 13, 2020), https://www.campaignasia.com/article/cambodias-draft-cy-
bercrime-law-raises-free-speech-alarm/464204 [https://perma.cc/WQL2-CXUU].

125. Jon Russell, Vietnam Threatens to Penalize Facebook for Breaking Its Draconian
Cybersecurity Law, TecHCRUNCH (Jan. 9, 2019, 7:16 AM), https://social.techcrunch.
com/2019/01/09/vietnam-threatens-to-penalize-facebook/  [https://perma.cc/2S43-F3AK];
Timothy McLaughlin, Under Vietnam’s New Cybersecurity Law, U.S. Tech Giants Face
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tonpost.com/world/asia_pacific/under-vietnams-new-cybersecurity-law-us-tech-giants-face-
stricter-censorship/2019/03/16/8259cfae-3c24-11e9-a06¢-3ec8ed509d15_story.html
[https://perma.cc/5SXF-348]].



246 COLUMBIA JOURNAL OF TRANSNATIONAL LAW [60:1

vision is highly attractive to existing authoritarian regimes'?® and is
accelerating authoritarian tendencies in democracies.*?” Thus, China’s
cybersecurity vision as implemented domestically may have ripple ef-
fects extending far beyond China’s borders.

I1. APPLICATION OF THE CYBERSECURITY LAW

A. Enforcement of the Cybersecurity Law

Despite the extensive commentary surrounding the initial pas-
sage of the 2017 CSL, there remains little concrete guidance on how
the government has applied the law in practice.!® There have been
several publicized instances of high-profile enforcement actions based
on the CSL brought against major technology companies.*?® The CAC
has taken the lead on these enforcement actions, which have mainly
involved imposition of fines against companies.**® However, it has not
always been clear what specific actions led to the violations.3! In ad-
dition, the CAC, in collaboration with the Ministry of Public Security
and the local public security bureaus, has identified companies consid-
ered “critical information infrastructure” operators and begun security
reviews.’®  China has continued to release new standards and
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128. Brian Yap, China’s New Cyber Law Could Impede Data Transfers, INT’L FIN. L.
Rev. (Mar. 22, 2017).

129. Josh Chin, China Targets Social-Media Giants WeChat, Weibo in Cybersecurity
Probe, WALL ST.J. (Aug. 11, 2017, 2:14 AM), https://www.wsj.com/articles/wechat-weibo-
among-targets-in-china-cybersecurity-probe-1502432081?mod=article_inline
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130. While WeChat and Weibo were fined for violating Article 47 of the CSL, the spe-
cifics of how the companies failed to comply with the law in regulating their content was
unclear. See Gao, supra note 55.

131. Id.

132. Susan Ning & Han Wu, The 1st Year Implementation of the Cybersecurity Law,
CHINA L. INSIGHT (Jan. 10, 2018), https://www.chinalawinsight.com/2018/01/articles/compli-
ance/the-1st-year-implementation-of-the-cybersecurity-law/ [https://perma.cc/SVTU-
GDbuz].
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regulations since the CSL went into effect,*® including additional de-
tail on the substantive requirements for security reviews.’** On the
criminal front, cyberattacks and abuse of personal data are the most
common prosecutions related to the CSL.** These criminal cases
likely reflect the prevalence of cybercrime and data theft and rising
dissatisfaction with the protections in place.*%

B. Accessing and Analyzing Chinese Court Cases

One actor that has not yet received significant attention in im-
plementing the CSL, however, is the judiciary. The court judgments
available online provide a valuable window into how Chinese judges
are approaching and analyzing the CSL, the types of claims and pros-
ecutions that are being brought, and how China’s vision of cybersecu-
rity is playing out in practice. While this analysis does not provide a
comprehensive view into the CSL’s implementation, the selected cases
represent a heretofore overlooked source of data on how individual
courts are interpreting the letter and spirit of the CSL.

Recent CCP mandates to digitize the entirety of Chinese court
decisions and make them accessible to the public have opened a mas-
sive source of data on ongoing legal issues in China.®” However, this
data is subject to a number of caveats. First, not all cases are published
online, as current regulations permit local courts the discretion to with-
hold cases.’® While courts are required to state their reasoning for
withholding a case,®® in practice courts have taken a lax approach to

133. SAcks & L, supra note 15.

134. Lester Ross & Kenneth Zhou, China Issues New Cybersecurity Review Measures,
WILMERHALE (May 18, 2020), https://www.wilmerhale.com/en/insights/client-alerts/
20200518-china-issues-new-cybersecurity-review-measures [https://perma.cc/49QG-
FWUB].

135. Paul Mozur, Apple Customer Data in China Was Sold Illegally, Police Say, N.Y.
TiMES (June 9, 2017), https://www.nytimes.com/2017/06/09/business/china-apple-personal-
data-sold.html [https://perma.cc/SE4AG-D2LW]; Recent Enforcement Developments and
Trends Regarding China’s Cybersecurity Law, FAEGRE DRINKER (Aug. 31, 2017),
https://www.faegredrinker.com/en/insights/publications/2017/8/recent-enforcement-develop-
ments-and-trends-regarding-chinas-cybersecurity-law [https://perma.cc/5GQU-LQQJ].

136. Karen Hao, Inside China’s Unexpected Quest to Protect Data Privacy, MIT TECH.
Rev. (Aug. 19, 2017), https://www.technologyreview.com/2020/08/19/1006441/china-data-
privacy-hong-yanging-gdpr/ [https://perma.cc/22ZR-GC3M].

137. Liebman et al., supra note 32, at 177-78.

138. Id. at 181.

139. Guanyu Renmin Fayuan Zai Hulianwang Gongbu Caipan Wenshu De Guiding
(T A BRIEBRFE BB A A BCH SR IR E) [Provisions on People’s Courts Release of
Judgments on the Internet] (promulgated by the Adjudication Comm. Sup. People’s Ct., Aug.
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this requirement.2® Thus, it is difficult to draw quantitative—as op-
posed to qualitative—observations from the existing data alone. Sec-
ond, non-criminal enforcement of the CSL is likely taking place out-
side of the courts and instead through the local public security bureaus
and State agencies.'** Administrative law cases only reflect situations
where a plaintiff has chosen to challenge an administrative decision.#?
Overall, the cases reflect a limited subset of court decisions and thus
are not necessarily representative of the comprehensive enforcement
of the CSL—rather, they are a selective glimpse into the CSL’s appli-
cation within the judicial system.

The following analysis is based on a dataset of approximately
200 cases downloaded from the China Judgments Online site in Sep-
tember 2020.143 At the time, the dataset included all cases referencing
the CSL in the text of the online judgment, which includes a summary
of'the arff’uments advanced by each party, the evidence, and the court’s
holding.*** The majority of cases (approximately 145 out of 200) are
civil cases, with approximately twenty-nine administrative law cases,
twenty-four criminal cases, two national compensation cases, and two
enforcement cases.!*® The cases date from 2017 to 2020 and represent
trial-court and appellate-level judgments.1*® The following analysis
focuses on the approximately fifty cases where the court (as opposed
to the parties to the litigation) referenced the CSL in the holding.

29, 2016, effective Oct. 1, 2016) art. 6, http://www.court.gov.cn/zixun-xiangging-25321.html
[https://perma.cc/P54L-VT4N], transiated in The Supreme People’s Court Provisions on Peo-
ple’s Courts Release of Judgments on the Internet, CHINA L. TRANSLATE (Aug. 30, 2016),
https://www.chinalawtranslate.com/the-supreme-peoples-court-provisions-on-peoples-
courts-release-of-judgments-on-the-internet/ [https://perma.cc/4TEF-PDE4] [hereinafter Pro-
visions on People’s Courts Release of Judgments].

140. While the rules requiring publication are binding on the courts, there is not a strict
enforcement mechanism—lower courts are evaluated in an annual review process that serves
as one form of accountability for following the regulations. See Liebman et al., supra note
32, at 189.

141. Henry Kenyon, China Cybersecurity Regulation Allows Police to Inspect Internet
Firms, CQ RoLL CALL WASH. DATA PRIVACY BRIEFING (Oct. 24, 2018), 2018 WL 5283418.

142. See Administrative Litigation Law, supra note 63, arts. 2, 12.

143. ZHONGGUO CAIPAN WENSHUWANG (HT[EI#HISCM) [CHINA JUDGEMENTS
ONLINE], https://wenshu.court.gov.cn/ [https://perma.cc/Z2VJ-LTY4] (last visited Mar. 1,
2021) [hereinafter China Judgments Online].

144. |d.
145. Id.
146. Id.
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C. Analyzing Cases Relying on the Cybersecurity Law

1. Administrative Law Cases: Managing Online Speech and
Targeting Dissent

The available administrative cases illustrate the Chinese gov-
ernment’s use of the CSL to to identify and suppress deviant (as deter-
mined by the government) online behavior. The available cases only
represent circumstances where plaintiffs challenged the administrative
action.!” Of the roughly twenty-nine administrative cases, six cited
to the CSL in the holding. The plaintiffs lost in all the cases, which is
consistent with a low win rate for plaintiffs in administrative cases.'*®

First, the courts generally affirm the public security bureaus’
use of CSL Articles 12 and 70 to punish internet users who have made
dissenting or inflammatory statements online.’*® In several of the
cases reviewed, the individual plaintiffs challenged administrative de-
tentions imposed by thePuinc security bureau for internet activity crit-
icizing the government.**® In Gao v. Tiedong Public Security Bureau,
the Tiedong Public Security Bureau arrested the plaintiff for allegedly
posting in a WeChat (a popular Chinese social media app) group mes-
sages such as “Let the Chairman [Xi Jinping] come after me, sooner
or later I will oppose him” (ik=:fFE25 M 1 M IR EK) and
other “improper reactionary speech” (M~ X85 i£).1°! According
to the public security bureau, the plaintiff signed a confession after
interrogation.'® Signing confessions is a common practice for both
administrative punishments and the criminal system.'> Here, the

147. See supra Section 1.A.3 for an introduction to administrative litigation.

148. He, supra note 62, at 145-47.

149. Cybersecurity Law, supra note 58, arts. 12:
Any person . . . using networks...must not use the Internet to engage in activities endangering
national security, national honor, and national interests; they must not incite subversion of
national sovereignty, overturn the socialist system, incite separatism, break national unity, ad-
vocate terrorism or extremism, advocate ethnic hatred and ethnic discrimination, disseminate
violent, obscene, or sexual information, create or disseminate false information . . . .

“Publication or transmission of information prohibited by Article 12 Paragraph 2 of this Law
or other laws or administrative regulations shall be punished in accordance with the provisions
of the relevant laws and administrative regulations.” 1d., art. 70.

150. For the difference between administrative detention and criminal detention, see
Zhao, supra note 65.

151. Gao v. Tiedong Public Security Bureau, supra note 110.
152. Id.

153. Aris Teon, Voluntary Surrender and Confession in China’s Legal System—From the
Empire to the People’s Republic, GREATER CHINA J. (June 20, 2016), https://china-
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public security bureau based its punishment—administrative detention
for fifteen days—on Avrticle 26(4) of the 2005 Law on Administrative
Penalties for Public Security Offenses'* and Avrticles 12 and 70 of the
CSL.1® The plaintiff contested the punishment in the administrative
lawsuit, arguing that he “hastily signed the confession at the urging of
the public security bureau” (TEAE(E T E 52 ) and did not intend
to make a reference to Xi Jinping.®® The court in its analysis noted
that the alleged messages were posted on October 1, 2019, the same
day as the 2019 National Day Military Parade celebrating 70 years of
Communist rule.*® The court concluded that the defendant public se-
curity bureau’s evidence, which included alleged screenshots from the
plaintiff’s phone and the plaintiff’s confession, was sufficient to sup-
port the administrative punishment.*>®

In Qian v. Rudong Public Security Bureau, the Nantong City
Intermediate People’s Court determined that the public security bureau
acted appropriately in detaining an individual who posted online about
splitting the city to join Japan.’®® The court noted in its holding the
high number of views received by the post and emphasized that “the
[(]nternet has already become the main platform for public exchange
... [thus] speaking online should be the same as it would in real

journal.org/2016/06/20/voluntary-surrender-and-confession-in-chinas-legal-system-from-
the-empire-to-the-peoples-republic [https://perma.cc/ROIAK-CZ4M].

154. The improper behavior under this law was the offense of “picking quarrels and caus-
ing trouble” (F-WFi%5). See Zhonghua Renmin Gongheguo Zhi’an Guanli Chufa Fa
(Hp A N AN [ ¥ 224 FE AL $7715) [Public Security Administration Punishments Law of the
People’s Republic of China] (promulgated by the Standing Comm. Nat’l People’s Cong., Aug.
28, 2005, effective Mar. 1, 2006) art. 26, http://www.gov.cn/ziliao/flfg/2005-08/29/con-
tent_27130.htm [https://perma.cc/99YZ-RZDY], translated in Public Security Administration
Punishments Law of the People’s Republic of China, LAW INFO CHINA JbKIERHUE BIM,
http://Aww.lawinfochina.com/display.aspx?lib=law&id=4549&CGid
[https://perma.cc/SHMD-DJ8H] (last visited Mar. 1, 2021).

155. Cybersecurity Law, supra note 58, arts. 12, 70.

156. Gao v. Tiedong Public Security Bureau, supra note 110.

157. Id.

158. Mike Ives, In Pictures: China’s National Day Parade Features Pomp and Artillery,
N.Y. Times (Oct. 1, 2019), https://www.nytimes.com/2019/10/01/world/asia/china-national-
day-parade.html [https://perma.cc/3E6U-338G].

159. Gao v. Tiedong Public Security Bureau, supra note 110.

160. See Qian Xiaofei Yu Rudong Xian Gong’an Ju Xingzheng Chufa Ershen Xingzheng
Panjueshu (B¢/N {5 a1 R BAZ [T ST — ¥ 47 BCHw 45) [Qian Xiaofei and Rudong
County Public Security Bureau Administrative Punishment Second Instance Judgment] China
Judgements Online, (2018) Su 06 Xingzhong 426 Hao ((2018) 770617 %:426%) [2018 Jiangsu

Second Instance Administrative Judgment No. 426] (Nantong Interm. People’s Ct., July 30,
2018) [hereinafter Qian v. Rudong Public Security Bureau].
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life.”1%! Similar cases involve plaintiffs contesting administrative pun-
ishments for publishing a post online after attempting to go to Beijing
to petition,'®Z or publishin? a post on WeChat criticizing the local party
government and the CCP.*®® These cases demonstrate, at a minimum,
the courts affirming the use of CSL Avrticle 12 to punish online behav-
ior that expresses discontent with the government or could contribute
to spreading unrest.

In the four reviewed cases involving politically controversial
or anti-government speech, the courts sided with the government, re-
jecting attempts by plaintiffs to invoke the CSL in support of their
rights to use the internet. In Lu v. Sandu Shui Public Security Bureau,
the plaintiff-appellant received ten days of administrative detention for
posting a video on Baidu (a Chinese search engine and social media
website) depicting an individual being injured during a property dem-
olition conducted by the local government.'®* The public security bu-
reau claimed that the video was fake and damaged the reputation of
the local government.'® The plaintiff appealed the lower court’s dis-
missal of an administrative lawsuit, invoking CSL Article 12 as sup-
port for his right to use networks “in accordance with the law” and
arguing that exposing corrupt government behavior was part of this

161. 1d. (“MEEZEB A N TRBARI A TEA L TEMEEZEE AR ZIEN
Y G ISR —HE),

162. Liang Wanmao Yu Huangmei Xian Gong’an Ju Gong’an Xingzheng Guanli: Zhi’an
Guanli (Zhi’an) Yishen Xingzheng Panjue Shu (77 5% 5- 3k ELNLE Ry AN LA THUE BLR
ZEE(RE)—HITECH1) [Liang Wanmao and Huangmei County Public Security Bu-
reau Public Security Management: Public Security Management (Public Security) First In-
stance Administrative Judgment] China Judgements Online, (2019) E 1182 Xingzhong 44 Hao
((2019)%5£118297414475) [2019 Hubei First Instance Administrative Judgment No. 44]
(Wuxue City People’s Ct., June 27, 2019) [hereinafter Liang v. Huangmei Public Security
Bureau].

163. Li Lijun, Yuechi Xian Gong’an Ju Gong’an Xingzheng Guanli: Zhi’an Guanli
(Zhi’an) Ershen Xingzheng Panjue Shu (ZE30HE | B AR RN ZATBUE BIGRZ S B(
15%¢) —H4THECHIB ) [Li Lijun and Yue Chi County Public Security Bureau Public Secu-
rity Administration: Public Security Management (Public Security) Second Instance Admin-
istrative Judgment] China Judgements Online, (2019) Chuan 16 Xingzhong 44 Hao ((2019)
J111617444+5) [2019 Sichuan Second Instance Administrative Judgment No. 44] (Guang An
Interm. People’s Ct., May 8, 2019) [hereinafter Li v. Yuechi Public Security Bureau].

164. Lu Wenyou, Sandu Shui Zu Zizhi Xian Gong’an Ju Gong’an Xingzheng Guanli:
Zhi’an Guanli (Zhi’an) Ershen Xingzheng Panjue Shu (F 30, Z# KK BIR B AL R
LATBUE HLIR LB FR(IEZS) —FATBCH ) [Lu Wenyou, Sandu Shui Autonomous
County Public Security Bureau Public Security Administration: Public Security Management
(Public Security) Second Instance Administrative Judgment] China Judgements Online,
(2018) Qian 27 Xingzhong 167 Hao ((2018) #5271 74:167+5) [2018 Guizhou Second Instance
Administrative Judgment No. 167] (Qiannan Buyi and Miao Autonomous Interm. People’s
Ct., July 23, 2018) [hereinafter Lu v. Sandu Shui Public Security Bureau].

165. Id.
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right.1¢ But the court ignored this argument, instead holding that in-
ternet users should exercise caution when posting about “party and
government agencies [and] mass incidents . . . that may disrupt social
order” (W BOHLIG, BEARMESEM: . . . ATBEPLELAL S FK7).27 In these
cases, the courts never affirmed the plaintiff’s internet rights when po-
litically controversial speech was involved. While Article 12 prohibits
a wide variety of internet behavior,'®8 the court cases citing to the CSL
focus mainly on speech referring directly to the CCP or the State.

Second, the administrative law cases involving companies gen-
erally speak to more routine enforcement of the CSL. These cases
provide a window into how local public security bureaus are enforcing
the CSL, for example, by fining “network operators” that fail to verify
the real names of customers or retain network logs.*%® However, even
these enforcement cases may involve concerns with dissenting speech.
In Xu v. Leiyang Public Security Bureau, the public security bureau
issued a warning to the plaintiff, the alleged operator of an online fo-
rum (12 1z) website, claiming that the website stored only four months
of network logs, violating CSL Article 21°s requirement of six months
of logs.}"® The plaintiff argued that the registered website owner was
a different person and provided screenshots showing that the required

166. Cybersecurity Law, supra note 58, art. 12 (“The State protects the rights of citizens
... to use networks in accordance with the law.”).

167. Luv. Sandu Shui Public Security Bureau, supra note 164 (upholding plaintiff’s ad-
ministrative detention for publishing videos online that “disturbed the public order”).

168. Prohibited behavior includes “advocat[ing] ethnic hatred and ethnic discrimination,
disseminat[ing] violent, obscene, or sexual information . .. “ See Cybersecurity Law, supra
note 58, art. 12.

169. Shanghai Xincheng Dianxin Youxian Gongsi Yu Shanghai Shi Gong’an Ju Minhang
Fenju Xingzheng Gong’an Qita Yishen Xingzheng Panjue Shu
(RifpgEE A A IR A R 5 B A %R IKAT 70 RATBUA 2 A — a3 47 BOA R 45)
[Shanghai Xincheng Telecom Company, Ltd. and Shanghai Municipal Public Security Bureau
Minhang Branch Administrative Public Security Other First Instance Administrative Judg-
ment] China Judgements Online, (2017) Hu 0112 Xingchu 239 Hao ((2017)
{F0112174J)23975-) [2017 Shanghai First Instance Administrative Judgment No. 239] (Shang-
hai Minhang People’s Ct., Mar. 8, 2018) [hereinafter Xincheng Telecom Co. v. Shanghai Min-
hang Public Security Bureau] (upholding the authority of public security bureau under Article
8 to conduct security inspections and upholding the punishment of Shanghai telecom company
for violating Article 24 by failing to verify customers’ real names before providing network
access).

170. Xu Wangren Su Leiyang Shi Gong’an Ju Gong’an Xingzheng Chufa Yi An Yishen
Xingzheng Panjue Shu (il A= F A BH T A 22 )3 A AT BUAL Bl — R —H AT B R15) [Xu
Wangren v. Leiyang City Public Security Bureau, Public Security Administrative Punishment
First Instance Administrative Judgment] China Judgements Online, (2019) Xiang 8602
Xingchu 118 Hao ((2019) ##8602174J118%) [2019 Hunan First Instance Administrative
Judgment No. 8602] (Hengyang Ry. Transp. Ct., Sept. 26, 2019) [hereinafter Xu v. Leiyang
Public Security Bureaul].
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information was stored for six months.t’* The court summarily re-
jected the plaintiff’s arguments and found the evidence submitted b
the public security bureau to be a sufficient basis for the warning.*’?
In some of the previously cited administrative cases involving
speech,” the plaintiff used forum websites to share their views—the
punishment of a forum website in this instance thus makes it possible
that online speech may be the real issue.'”® Forum websites, also
known as BBS or the bulletin-board system, are a popular way for in-
dividuals to post online and share ideas,*” though from the perspective
of the Chinese government, their popularity has triggered concerns
over possible uncontrolled speech.1’

2. Criminal Cases: Strengthening Data Privacy and Security

The criminal cases applying the CSL demonstrate the State’s
overwhelming concern with data theft and fraud. Most of the cases
demonstrate a straightforward conviction of the defendant and focus
on CSL Articles 42 and 44 and the handling of personal information.t’’
For example, in Shanghai Xuhui District People’s Procuratorate v.
Xu, the defendant was charged with imitating a popular education web-
site to collect the names, phone numbers, and other personal infor-
mation of over 8,000 individuals that were then shared with a for-profit

171, Id.
172. Id.
173. See supra Section I1.C.1.

174. See Xiao Qiang, The Internet: A Force to Transform Chinese Society?, in CHINA’S
TRANSFORMATIONS: THE STORIES BEYOND THE HEADLINES 129, 136 (Lionel M. Jensen &
Timothy B. Weston eds., 2007) (explaining the popularity of forum websites and their role in
providing a place for more open exchanges of views).

175. For more on the online forum (also known as the BBS, or bulletin-board system) and
its predominance in China, see Liwen Jin, Chinese Online BBS Sphere: What BBS Has
Brought to China 10-11 (Aug. 15, 2008) (M.S. thesis, Massachusetts Institute of Technology)
(on file with Massachusetts Institute of Technology Libraries).

176. Early attitudes of Chinese citizens towards the BBS expressed hope at free speech
possibilities. See Guobin Yang, The Co-Evolution of the Internet and Civil Society in China,
43 AsIAN SURV. 405, 416 (2003).

177. Cybersecurity Law, supra note 58, arts. 42, 44 (“Network operators must not dis-
close, tamper with, or destroy personal information they gather; and, absent the consent of the
person whose information was collected, must not provide personal information to others . . .
Network operators shall adopt technical measures and other necessary measures to ensure the
security of personal information they gather and to prevent personal information from leaking,
being destroyed, or lost” and “Individuals or organizations must not steal or use other illegal
methods to acquire personal information, and must not unlawfully sell or unlawfully provide
others with personal information.”).
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school.1™® The court cited to CSL Articles 42 and 44,*” along with the
Criminal Law Articles 253 and 67, to impose a three-year prison
sentence and fine of 300,000 RMB (approx. $4,600 USD).'8! The
three-year sentence is likely derived from Article 253 of the Criminal
Law, which allows a maximum sentence of three years, and demon-
strates how the CSL may serve as a general basis for liability in con-
junction with other laws.®?

The criminal cases also highlight the debate around what con-
stitutes “personal information” within the meaning of the CSL.1# In
People v. Deng, twenty-three defendants were charged with violating
Article 253 of the Criminal Law'® by buying and selling a high vol-
ume of e-mail addresses and passwords, including information belong-
ing to foreign citizens.'®® The court analyzed whether e-mail addresses
and passwords fell within the meaning of “personal information” in
the Criminal Law and CSL Article 44, concluding that, because e-mail
addresses “can be used to communicate with others, receive security
verification codes, and can also be used to log-in to online games and
e-commerce platforms,” they constitute “personal information.”8 In
a similar case, People v. Lu, the defendant, who allegedly stole and
sold customer data, protested that mobile numbers could not, by them-
selves, identify a natural person and thus were not “personal

178. Xu Moumou Qinfan Gongmin Geren Xinxi Yishen Xingshi Fudai Minshi Panjue
Shu (REFAZ LA RN NG B— M7 K3 H P 15) [Xu Infringement on Citizens’
Personal Information First Instance Criminal and Civil Judgment] China Judgements Online,
(2019) Hu 0104 Xingchu 1244 Hao ((2019) {F0104J141)124475) [2019 Shanghai First In-
stance Criminal Judgment No. 1244] (Xuhui People’s Ct., Dec. 25, 2019) [hereinafter People
v. Xu].

179. Cybersecurity Law, supra note 58, arts. 42, 44.

180. Criminal Law, supra note 68, art. 253 (prohibiting “any staff member of . . . an entity
in such a field as . .. education . . . illegally provid[ing] personal information on citizens,
which is obtained during the organ’s or entity’s performance of duties or provision of services,
to others . . .”).

181. People v. Xu. supra note 178.

182. Criminal Law, supra note 68, art. 253; Cybersecurity Law, supra note 58, art. 70.

183. See, e.g., Cybersecurity Law, supra note 58, art. 44.

184. Criminal Law, supra note 68, art. 253.

185. Deng Fei, Ai Jia Deng Qinfan Gongmin Geren Xinxi Yishen Xingshi Panjue Shu
(PR UESHRIEARANAE B — 512 # e 45) [Deng Fei, Ai Jia et al. Infringement on
Citizens’ Personal Information First Instance Criminal Judgment] China Judgements Online,
(2018) Yu 0229 Xingchu 2 Hao ((2018) i#&0229JFI#]2+) [2018 Chongging First Instance
Criminal Judgment No. 2] (Chengkou Cnty. Ct., Feb. 15, 2019) [hereinafter People v. Deng
etal.].

186. Id.
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information.”*®” The court, however, concluded that mobile phone
numbers fell within the definition of personal data because they were
associated with a person.'® These select criminal cases demonstrate
the application of the CSL to enforce privacy protections and protect
citizens from fraud in the commercial sphere.

3. Civil Cases: Defining Cybersecurity Rights and Responsibilities

The civil cases, spanning a wide range of disputes including
defamation, copyright infringement, contract breach, and tort liability
cases, illustrate the courts’ evolving understanding of cybersecurity,
particularly regarding powerful technology companies. The cases also
demonstrate savvy behavior from plaintiffs seeking recovery when the
direct perpetrator of a wrong is unknown—and, unlike the administra-
tive cases, the plaintiffs actually prevail in some of these cases.'®

First, the civil cases interpret Article 24’s real-name require-
ment.1 When plaintiffs are unable to identify online perpetrators of
defamation, copyright violations, or fraud, they sue the online platform
and assert that the website is liable for not verifying the identity of the
online perpetrator.*®? In the defamation case Wu v. Jinan Yiyong Elec-
tronic Co., the plaintiff claimed that the defendant company hosted a
forum website where an anonymous user published a post that injured
the plaintiff’s reputation.®? In addition to citing to the Tort Liability

187. See Shi Mou Qinfan Gongmin Geren Xinxi Yishen Xingshi Panjue Shu
(A FEEILAERA ME B — 8 HZE#]¥e4) [Shi Infringement on Citizens’ Personal Infor-
mation First Instance Criminal Judgment] China Judgements Online, (2018) Lu 1321 Xingchu
89 Hao ((2018) 1321Jf#/J895-) [2018 Shandong First Instance Criminal Judgment No. 89]
(Yinan Cnty. Ct., Oct. 10, 2018) [hereinafter People v. Lu] (holding that a phone number is
considered “personal information”).

188. Id.

189. Out of approximately 32 civil cases citing to the CSL in the holding, the plaintiffs
won 19 cases China Judgments Online, supra note 143.

190. Cybersecurity Law, supra note 58, art. 24 (“Network operators . . . shall require users
to provide real identity information when signing agreements with users or confirming the
provision of services. Where users do not provide real identity information, network operators
must not provide them with relevant services.”).

191. See, e.g., Wu Dianhe Yu Jinan Yiyong Dianzi Youxian Gongsi Mingyu Quan Jiufen
Yishen Minshi Panjue Shu
(R B 5557 25 F LA PR A 7] 426 2y — o [ 34 15) [Wu Dianhe and Jinan
Yiyong Electronics Company, Ltd.’s Reputation Dispute First Instance Civil Judgment] China
Judgements Online, (2019) Lu 0181 Minchu 289 Hao ((2019) €01815#]289=) [2019
Shandong First Instance Civil Judgment No. 289] (Zhanggqiu Dist. People’s Ct., Nov. 6, 2019)
[hereinafter Wu v. Jinan Yiyong Electronics Co.].

192. Id.
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Law Article 361% and several regulations, the court applied Article 24
of the CSL to find that the defendant website should have provided
information about the anonymous user upon the plaintiff’s request.!%
In Huang v. Nanjing Lanjingren Network Technology Co., the court
held the website liable for allegedly defamatory speech against the
plaintiff because the website did not verify the identity of the person
that posted the information.'®® In several copyright cases, the courts
held the defendant website liable for copyright infringement when the
website failed to record the real name of the user that uploaded the
infringing content.’®® In Da’an Nenjiang Shipbuilding Co. v. Shaoxing

193. Zhonghua Renmin Gongheguo Qinquan Zeren Fa (H1#& A RILAI ER B FHATEE)
[Tort Liability Law of the People’s Republic of China] (promulgated by the Standing Comm.
Nat’l People’s Cong., Dec. 26, 2009, effective July 1, 2010) art. 36,
http://iwww.gov.cn/flfg/2009-12/26/content_1497435.htm  [https://perma.cc/ZB74-T824],
translated in Tort Liability Law of the People’s Republic of China, NAT’L. PEOPLE’S CONG.,
http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011-02/16/content_1620761.htm
[https://perma.cc/3B8E-EHBL] (last visited Mar. 1, 2021) [hereinafter Tort Liability Law].

194. Wu v. Jinan Yiyong Electronics Co., supra note 191 (citing Cybersecurity Law, su-
pra note 58, art. 24).

195. Huang Shengli, Huang Fengzhi Deng Yu Nanjing Lajingren Wangluo Keji Youxian
Gongsi Mingyu Quan Jiufen Yishen Minshi Panjue Shu
(HEMER S 3878 45 BB\ I 5 BB B O 7] 44 A A 43— o RS HI )
[Huang Shengli, Huang Fengzhi et al. and Nanjing Lanjingren Network Technology Company
Ltd.’s Reputation Dispute First Instance Civil Judgment] China Judgements Online, (2017)
Min 0581 Minchu 4000 Hao ((2017) [#0581:#]400075-) [2017 Fujian First Instance Civil
Judgment No. 4000] (Shishi City People’s Ct., Oct. 23, 2017) [hereinafter Huang et al. v.
Nanjing Lanjingren Network Technology Co.] (holding that defendant website had an obliga-
tion to record the real name of the user).

196. See, e.g., Beijing Yituhoude Wangluo Keji Youxian Gongsi Yu Shenzhen Shi Yilan
Wangluo Gufen Youxian Gongsi Qinhai Zuopin Xinxi Wangluo Chuanbo Quan Jiufen Yishen
Minshi Panjue Shu
(ALT = B AR Y 28 Rk A BR 2 7 5 VR YI T — 0 R 25 TR A PR ) 4R S 4R A5 L 2%
FEREAL 2 2y — 55 I3 1) [Beijing Yituhoude Network Technology Company, Ltd. and
Shenzhen Yilan Network Company, Ltd.’s Infringement of the Right to Disseminate Infor-
mation Online Dispute, First Instance Civil Judgment] China Judgements Online, (2019) Jing
0491 Minchu 35516 Hao ((2019) sX0491E41355165°) [2019 Beijing First Instance Civil
Judgment No. 35516] (Beijing Internet Ct., Nov. 12, 2019) [hereinafter Beijing Yituhoude
Network Technology Co. v. Shenzhen Yilan Network Co.] (holding that defendant website
bears the copyright violation liability for failing to confirm the real name of the user that up-
loaded the infringing article); see also Beijing Nuopule Wenhua Chuanbo Youxian Gongsi
Yu Guangzhou Kugou Jisuanji Keji Youxian Gongsi Qinhai Zuopin Xinxi Wangluo Chuanbo
Quan Jiufen Yishen Minshi Panjue Shu
(AEm v AR SRR R A | 5T MRS T SR B IR A mR B AR i 5 2 M 4%
TR L) gy — i [ g53) ¥ 1) [Beijing Nuopule Culture Communication Company, Ltd. and
Guangzhou Kugou Computer Technology Company, Ltd.’s Infringement of the Right to Dis-
seminate Information Online Dispute, First Instance Civil Judgment] China Judgements
Online, (2020) Yue 0192 Minchu 19242 Hao ((2020) %0192 F:#]19242%) [2020 Guang-
dong First Instance Civil Judgment No. 19242] (Guangzhou Internet Ct., June 28, 2020)
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Radio Network Co., the plaintiff company sued both a competitor and
a business directory website for listing the legal representative of the
defendant competitor under the name of the plaintiff company in the
directory.®” Because the defendant website failed to verify the busi-
ness’s credentials and real name when listing the information and the
plaintiff could not prove that the competitor fraudulently submitted the
information, the court found the website solely liable.*®® The court,
citing to CSL Articles 12, 24 and 47 and Tort Liability Law Article 36,
required the defendant website to EE)ay 40,000 RMB (approx. $6,200
USD) and make a public apology.**®

The courts are not always consistent in interpreting Article 24°s

requirements. In Zhang v. Shenzhen Xin Aide Technology Co., the
plaintiff sought reimbursement for an allegedly counterfeit tablet

[hereinafter Beijing Nuopule Culture Communication Co. v. Guangzhou Kugou Computer
Technology Co.]; Qingheyuan (Beijing) Shangye Guwen Fuwu Youxian Gongsi Yu Guang-
zhou Yuzheng Wangluo Keji Youian Zhuzuogquan Quan Shu, Qinquan Jiufen Yishen Minshi
Panjue Shu
(EFR (Lm0 ek i iR 25 MR 5] 51 MR IE 48 RHA BR 2 5] ZEAUBUS |
12 gy — 5 ) 15) [Qingheyuan (Beijing) Business Consulting Service Company,
Ltd. and Guangzhou Yuzheng Network Technology Company, Ltd.’s Copyright Ownership
and Infringement Dispute, First Instance Civil Judgment] China Judgements Online, (2019)
Jing 0491 Minchu 7434 Hao ((2019) 1X0491 477434 5-) [2019 Beijing First Instance Civil
Judgment No. 7434] (Beijing Internet Ct., June 25, 2019) [hereinafter Qingheyuan Business
Consulting Service Co. v. Guangzhou Yuzheng Network Technology Co.]; Wangzhiyi Xinxi
Jishu (Beijing) Youxian Gongsi Yu Guangzhou Lizhi Wangluo Jishu Youxian Gongsi Qinhai
Zuopin  Xinxi Wangluo Chuanbo Quan Jiufen Yishen Minshi Panjue Shu
(M2 515 BEAR bmD) BRAF ST M %53 ML H ARG R A 7R FHE MG B M2
FEIRAN 2 &y — o [ ZE 3 ¥ 3) [NetEase Information Technology Company (Beijing) Ltd.
and Guangzhou Lizhi Network Technology Company, Ltd.’s Infringement of the Right to
Disseminate Information Online Dispute, First Instance Civil Judgment] China Judgements
Online, (2019) Yue 0192 Minchu 24360 Hao ((2019) %0192[X4/]24360+%") [2019 Guang-
dong First Instance Civil Judgment No. 24360] (Guangzhou Internet Ct., Feb. 27, 2020) [here-
inafter NetEase Information Technology Co. v. Guangzhou Lizhi Network Technology Co.].

197. Da’an Shi Nenjiang Chuanbo Xiuzao Youxian Zeren Gongsi Yu Jilin Sheng Da’an
Chuanbo Zhizao Youxian Gongsi, Shaoxing Dianbo Wangluo Youxian Gongsi Bu Zhengdang
Jingzheng Jiufen Yishen Minshi Panjue Shu
(RZL BT ARAAE G A TR TUE A 7] 5 5 AE KL ARAHIE A IR AR 4 2%
FPRA FIAIE Y 56 42 2y — o [ 9] P 15) [Da’an Nenjiang Shipbuilding Company, Ltd.,
Jilin Province Da’an Shipbuilding Company, Ltd., Shaoxing Radio Network Company Ltd.,
Unfair Competition Dispute, First Instance Civil Judgment] China Judgements Online (2018)
Ji 08 Minchu 14 Hao ((2018) #08E:#]1475) [2018 Jilin First Instance Civil Judgment No.
14] (Baicheng City Interm. People’s Ct., June 28, 2018) [hereinafter Da’an Nenjiang Ship-
building Co. v. Jilin Province Da’an Shipbuilding Co.].

198. Id.
199. Id.
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purchased online.?® The court instead determined that because the
plaintiff used a false online name to purchase the tablet, the plaintiff
was ineligible to bring the claim.?* The court described the purposes
of the real-name requirement as facilitating “online integrity, online
transaction security, and forming a positive social atmosphere”
(MBS WEEAE T 24 TR R IFAE2RR).2%  This case
demonstrates how the real-name requirement restricts the behavior of
both plaintiffs and defendants in the civil system. It is also unclear
exactly what steps websites should take to avoid liability. In Aoyin
Technology Co. v. Zhenjiang Speedy Computer Technology Network
Co., the court held that to satisfy CSL Article 24, the defendant merely
needed to record the real name of the allegedly offending user without
actually sharing it with the plaintiff.2> The court noted that the of-
fending user’s personal information could not be shared with the plain-
tiff simply upon the plaintiff’s request.?%* In a similar case, the court
held that deleting the offending information at the plaintiff’s request
and recording the name of the user in the back-end satisfied the re-
quirements of Article 24.2% But in the Jinan Yiyong Electronic case,

200. Zhang Chong Yu Shenzhen Shi Xin Aide Keji Youxian Gongsi Wangluo Gouwu
Hetong Jiufen Minshi Caiding Shu
(TR SRR Z AR R 7] 2 ) & R 2 23— o [ F 3 € 15) [Zhang Chong
and Shenzhen Xin Aide Technology Company, Ltd.’s E-Commerce Contract Dispute, First
Instance Civil Judgment] China Judgements Online , (2017) Lu 0302 Minchu 2379 Hao
((2017) £0302E:41J23795) [2017 Shandong First Instance Civil Judgment No. 2379] (Zi-
chuan District People’s Ct., Oct. 10, 2017) [hereinafter Zhang v. Shenzhen Xin Aide Tech-
nology Co.].

201. Id.

202. Id.

203. Aoyin Keji (Zhenjiang) Youxian Gongsi Yu Zhenjiang Shi Chaosu Jisuanji Keji
Wangluo Youxian Zeren Gongsi Wangluo Qinquan Zeren Jiufen Yishen Minshi Panjue Shu
(RER: (B AR A S EIL I E T SR 2% TR 5TE A 7 2R DT
fE21 gy — 87 )R 24345 45) [Aoyin Technology (Zhenjiang) Company, Ltd., Zhenjiang Chaosu
Computer Technology Network Company, Ltd. and Zhenjiang Chaosu Computer Technology
Network Company, Ltd.’s Network Infringement Dispute, First Instance Civil Judgment]
China Judgements Online, (2018) Su 1191 Minchu 3023 Hao ((2018) 751191E413023%)
[2018 Jiangsu First Instance Civil Judgment No. 3023] (Zhenjiang Economic Development
Zone People’s Ct., Dec. 24, 2018) [hereinafter Aoyin Technology Co. v. Zhenjiang Chaosu
Technology Co.].

204. Seeid. (holding that defendant satisfied Art. 24 obligation by recording real name of
user but did not have an obligation to share the name and contact information with the plaintiff
without the consent of the user, also clarifying that the defendant does not have a legal respon-
sibility to review all articles posted on the website).

205. See Yiwu Tianxiang Yiliao Dongfang Yiyuan Yu Shijiu Lou Wangluo Gufen
Youxian  Gongsi  Mingyu Quan  Jiufen  Yishen  Minshi  Panjue  Shu
(LG RPEEST R ITERE S T R 4 B A IR 5] 2 B A A 2y — H REFH )
[Yiwu Tianxiang Medical Eastern Hospital and 19th Floor Network Company, Ltd.’s Repu-
tation Infringement Dispute, First Instance Civil Judgment] China Judgements Online, (2018)
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the court held the defendant company liable after they refused to pro-
vide information about the offending user to the plaintiff.?% These
inconsistent interpretations demonstrate both the vagueness of the CSL
and the discretion courts have to interpret the law.

Second, the civil cases illustrate how plaintiffs are looking to
the CSL in cases of data theft and fraud to hold websites accountable.
The main articles cited are Articles 40, 41, and 42.2%" In Shen v. Shang-
hai Ctrip Business Co., Ltd., a plaintiff was defrauded out of over
100,000 RMB (approx. $15,400 USD) after booking flights via Ctrip,
China’s largest travel website,?%® and subsequently sued Ctrip for her
losses.?%® Ctrip argued that the plaintiff’s information had been shared
with multiple parties, including the airline, and that the plaintiff could
not prove that Ctrip had in fact leaked the data.?!® The court, however,
determined that the plaintiff’s evidence, showing the short period of
time from purchasing the airline ticket to being defrauded, was suffi-
cient to shift the burden to Ctrip to prove that they had not negligently
leaked the data.?!* The court noted that because Ctrip, as a prominent
travel services provider, had benefited from the internet, it also bore
responsibility for harms generated by the website.?*2 The holding, cit-
ing to CSL Articles 40 and 41 along with the Tort Liability Law Article
37, required Ctrip to compensate the plaintiff for 50,000 RMB (approx.

Zhe 0782 Minchu 9873 Hao ((2018) #0782 £]19873%-) [2018 Zhejiang First Instance Civil
Judgment No. 9873] (Yiwu People’s Ct., Sept. 5, 2018) [hereinafter Yiwu Tianxiang Medical
Eastern Hospital v. 19th Floor Network Co.] (holding that defendant network service provider
fulfilled legal duty by recording the real name of a user on the back-end and deleting the
offending posts criticizing a local hospital).

206. Wu v. Jinan Yiyong Electronics Co., supra note 191.

207. Cybersecurity Law, supra note 58, art. 40 (“Network operators shall strictly main-
tain the confidentiality of user information they collect, and establish and complete user infor-
mation protection systems”); id. art. 41 (“Network operators collecting and using personal
information shall abide by the principles of legality, propriety, and necessity; they shall...ob-
tain the consent of the persons whose data is gathered . . . «); id. art. 42 (“Network operators
must not disclose, tamper with, or destroy personal information they gather . . .”).

208. Most Innovative Companies: Ctrip, FAST CoMPANY, https://lwww.fastcom-
pany.com/company/ctrip [https://perma.cc/L59C-EPLB] (last visited Nov. 13, 2021).

209. Shen Jin Yu Zhifubao (Zhongguo) Wangluo Jishu Youxian Gongsi Deng Qinquan
Zeren Jiufen Yishen Minshi Panjue Shu
(REEGSE (PE) WMEBARA R 7SR GUEM Sy RS H-15) [Shen Jin,
Alipay (China) Network Technology Company, Ltd., and Others Tort Liability Dispute First
Instance Civil Judgment] China Judgements Online, (2018) Jing 0105 Minchu 36658 Hao
((2018) }0105E:#]36658%5) [2018 Beijing Civil Judgment No. 36658] (Chaoyang District
People’s Ct., Dec. 29, 2018) [hereinafter Shen v. Alipay et al.].

210. ld.
211. Id.
212. ld.
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$7,700 USD).2!3 This case demonstrates how, even if the plaintiff can-
not prove exactly what actions the defendant took to leak the data, the
court may hold the website responsible for the plaintiff’s losses asso-
ciated with fraud and leaked data.?'*

The cases also show how the courts are strictly defining data
privacy protections for consumers. In Yu v. Tmall, the plaintiff sued
the Leyou Dakan% store as well as Alipay, China’s largest mobile pay-
ments provider,?’® Taobao, China’s largest online marketplace,?'® and
Tmall, China’s largest business-to-consumer website.?’ The plaintiff
alleged that the defendants violated the CSL’s privacy protections by
“default” authorizing the sharing of the plaintiff’s transaction at the
Leyou store with Taobao and Tmall without the plaintiff’s express
consent.?® The companies argued, based on Article 76 of the CSL,
that there is a difference between personal and non-personal user in-
formation, and that the allegedly shared information was not personal
information.?'® The court held that the unique user identification code
shared between the defendants constituted personal information within
the meaning of the CSL.??° Interestingly, the plaintiff sought only
symbolic relief in this case—a public apology and symbolic damages
of 1 RMB.??! The court ultimately granted only the symbolic damages
and did not require the companies to issue public apologies.??? This
case demonstrates the plaintiff’s concern with privacy protections vis-

213. Id.
214. ld.

215. John Heggestuen, Alipay Overtakes PayPal as the Largest Mobile Payments Plat-
form in the World, Bus. INsIDER (Feb. 11, 2014, 8:32 AM), https://www.busi-
nessinsider.com/alipay-overtakes-paypal-as-the-largest-mobile-payments-platform-in-the-
world-2014-2 [https://perma.cc/[H2GU-5MSL].

216. The Everything Creditor, THE EcoNnomIsT (June 6, 2015), https://www.econo-
mist.com/china/2015/06/04/the-everything-creditor [https://perma.cc/YF76-RJCS].

217. Tmall: An Introduction to the World’s Largest e-Commerce Marketplace, EXPORT
Now, https://www.exportnow.com/2014/06/tmall-introduction-worlds-largest-e-commerce-
marketplace Nov. 13[https://perma.cc/3XQB-28YN] (.

218. Yu Yanbin Yu Zhejiang Tian Mao Wangluo Youxian Gongsi Deng Wangluo Qin-
quan Zeren Jiufen Yishen Minshi Panjue Shu
(AT SE M5 I VLR 28 BR A 7] S5 IR 28 ARAN ST AR 23— o IS A e H5)  [Yu  Yanbin,
Zhejiang Tmall Network Company, Ltd. and Others’ Network Infringement Dispute, First
Instance Civil Judgment] China Judgements Online, (2018) Jing 0108 Minchu 13661 Hao
((2018) 70108 B 4]13661%-) [2018 Beijing First Instance Civil Judgment No. 13661] (Bei-
jing Haiding Internet Ct., Dec. 10, 2019) [hereinafter Yu v. Tmall].

219. ld.
220. ld.
221. |ld.

222. ld.
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a-vis the large technology companies that dominate China’s market-
place. In Anhui Meijing Information Technology Company v. Taobao,
the court concluded that Taobao’s use of aggregated, anonymized cus-
tomer information in a “big data” tool did not constitute a violation of
data privacy.??® These decisions demonstrate how the CSL’s data pri-
vacy protections are playing out in practice, especially in China’s
growing technology industry.

Third, these cases provide clues for companies on how to pro-
tect themselves from liability for fraudulent activity that takes place
using data from their websites. For example, the defendant company
in Xu v. Guangzhou Huaduo Network Technology Co. posted warnings
on the website reminding users not to scan QR codes received by un-
known third-parties and generally warning against fraud.??* The court
held that these measures satisfied the requirements of CSL Articles 9
and 10?% and declined to hold the defendant liable for the plaintiff’s
losses of 18,000 RMB (approx. $2,700 USD).??® In a similar case, the
court noted the defendant company’s efforts to warn customers about

223. Anhui Meijing Xinxi Keji Youxian Gongsi, Taobao (Zhongguo) Ruanjian Youxian
Gongsi Bu Zhengdang Jingzheng Jiufen Zaishen Shencha Yu Shenpan Jiandu Minshi Caiding
Shu
(LHFERE BREARAR, WE (TE) RAARAFANIES TR 6 A
G A B RFEHE 1) [Anhui Meijing Information Technology Company Ltd., and
Taobao (China) Software Company, Ltd. Unfair Competition Dispute, Civil Rehearing Judg-
ment] China Judgements Online, (2019) Zhe Minshen 1209 Hao ((2019) #frEH11209%)
[2019 Zhejiang Rehearing Civil Judgment No. 1209] (Zhejiang High People’s Ct., Dec. 10,
2019) [hereinafter Anhui Meijing Information Technology Company v. Taobao].

224. Xu Changfu Yu Guangzhou Huaduo Wangluo Keji Youxian Gongsi Wangluo Fuwu
Hetong Jiufen Yishen Minshi Panjue Shu
(IREE 5N 2 BT R A T M2 IR 555 [F 2% — & R 24 1 4) [Xu Changfu
and Guangzhou Huaduo Network Technology Company, Ltd., Network Service Contract Dis-
pute, First Instance Civil Judgment] China Judgements Online, (2019) Yue 0192 Minchu
35087 Hao ((2019) #0192 X:4)35087 %) [2019 Guangdong Civil Judgment No. 35087]
(Guangzhou Internet Ct., Nov. 11, 2019) [hereinafter Xu v. Guangzhou Huaduo Network
Technology Co.].

225. Cybersecurity Law, supra note 58, art. 9 (“Network operators carrying out business
and service activities must follow laws and administrative regulations, respect social morality,
abide by commercial ethics, be honest and credible, perform obligations to protect cybersecu-
rity, accept supervision from the government and public, and bear social responsibility.”); id.
art. 10:

The construction and operation of networks, or the provision of services through networks,
shall be done: in accordance with the provisions of laws and administrative regulations, and
with the mandatory requirements of national standards; adopting technical measures and other
necessary measures to safeguard cybersecurity and operational stability; effectively respond-
ing to cybersecurity incidents; preventing cybercrimes and unlawful activity; and preserving
the integrity, secrecy, and usability of online data.

226. Xuv. Guangzhou Huaduo Network Technology Co., supra note 224.
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scammers on the site, including anti-fraud videos, security tips on the
webpage, and sharing information about common fraudulent
schemes.??’

I1l. FROM THE CYBERSECURITY LAW TO CHINA’S ALTERNATE VISION

The administrative, criminal, and civil cases analyzed in Part
Il provide a window into the ongoing interpretation of the CSL and
how expectations and requirements for individuals and companies un-
der the law are changing. In a globalized context where China’s cy-
bersecurity rules are increasingly exerting cross-border influence,
these cases reveal new insights regarding China’s vision of cybersecu-
rity and the policy concerns driving China’s cybersecurity laws.

A. Insights into the Chinese Judicial System

To date, the court cases published online not only provide in-
formation about the CSL, but also highlight several notable trends con-
cerning the judicial system itself. First, the available court judgments
generally do not cite to the CSL as a standalone legal basis for the
judgment.??® Rather, they cite to the CSL in conjunction with another

227. See Deng Shijin Yu Guangzhou Huaduo Wangluo Keji Youxian Gongsi Wangluo
Fuwu Hetong Jiufen Yishen Minshi Panjue Shu
CRALSR ST N4 22 I 28 B BR A 5] 45 IR 55 [F 2M 2y — o B S #) 1k 45) [Deng Shijin
and Guangzhou Huaduo Network Technology Company Ltd.’s Network Service Contract
Dispute, First Instance Civil Judgment] China Judgements Online, (2019) Yue 0192 Minchu
35106 Hao ((2019) #0192[X:#]35106%°) [2019 Guangdong Civil Judgment No. 35106]
(Guangzhou Internet Ct., Nov. 13, 2019) [hereinafter Deng v. Guangzhou Huaduo Network
Technology Co.].

228. See, e.g., Qian v. Rudong Public Security Bureau, supra note 160; Guangzhou
Wangyi Jisuanji Xitong Youxian Gongsi Yu Shanxi Yi Liu Keji Youxian Gongsi Qinhai Zuo-
pin  Xinxi Wangluo Chuanbo Quan Jiufen Yishen Minshi Panjue Shu
UM E T EALR G PR A ) 5 1078 5 RHA R 2 mHR F AR 5 R I 28 A% R AL
2y — 8 )23k ) [Guangzhou NetEase Computer System Company Ltd., and Shanxi
Yiliu Technology Company Ltd.’s Internet Dissemination Right Infringement Dispute, First
Instance Civil Judgment] China Judgements Online, (2019) Yue 0192 Minchu 22718 Hao
((2019) #0192 X #]227185-) [2019 Guangdong Civil Judgment No. 22718] (Guangzhou In-
ternet Ct., Mar. 16, 2020) [hereinafter Guangzhou NetEase Computer System Co. v. Shanxi
Yiliu Technology Co.]; Chen Guoxing Yu Zhejiang Taobao Wangluo Youxian Gongsi
Caichan Sunhai Peichang Jiufen Yishen Minshi Panjue Shu
(¥ 2 5 VL S X 2% B m) U 7 45 T I 2 2 &y — W IS #19-15) [Chen Guoxing
and Zhejiang Taobao Network Company, Ltd.’s Property Damage Compensation Dispute,
First Instance Civil Judgment] China Judgements Online, (2019) Hu 0117 Minchu 6495 Hao
((2019) {70117 4116495 7-) [2019 Shanghai Civil Judgment No. 6495] (Songjiang Dist. Peo-
ple’s Ct., May 31, 2019) [hereinafter Chen v. Taobao].
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more specific regulation or judicial interpretation, such as the Regula-
tions on the Security Protection of Computer Information Systems?%°
and the Interpretation on Several Issues Concerning the Application of
Law in Handling Criminal Cases Endangering the Security of Com-
puter Information Systems.?*® The courts also rely on core statutes
such as the Tort Liability Law?3! and the Criminal Law.?*? In cases
involving online activity and network providers, the CSL operates in
conjunction with these statutes and regulations to provide a basis for
liability. The courts will likely continue to refer to other regulations
or statutes along with the CSL for administrative, civil, and criminal
cases since there are core statutes defining the law in those areas, such
as the Administrative Litigation Law and the Criminal Law. In light
of this constant stream of regulations and interpretations, it is critical

229. Regulation issued in 1994, cited in Xu v. Leiyang Public Security Bureau, supra note
170; Zhonghua Renmin Gongheguo Jisuanji Xinxi Xitong Anquan Baohu Tiaoli
(AN RILAE I HHLE B R R % 41— 26 B) [Regulations of the People’s Republic of
China on the Security Protection of Computer Information Systems] (promulgated by the
Standing Comm. Nat’l People’s Cong., Feb. 18, 1994, effective Feb. 18, 1994),
http://www.gov.cn/flfg/2005-08/06/content_20928.htm [https://perma.cc/BK7D-HG8P].

230. See Ma Chunyu, Mo Xiyong Tigong Qinru, Feifa Kongzhi Jisuanji Xinxi Xitong

Chengxu, Gongju Zui Yishen Xingshi Panjue Shu
(SHEM. BRI HITENE S REREF . TR E)
[Ma Chunyu, Mo Xiyong Illegally Intruding and Controlling Computer Information System
Programs and Tools First Instance Criminal Judgment] China Judgements Online, (2019) Su
1091 Xingchu 157 Hao ((2019) #71091JH#1157%5) [2019 Jiangsu First Instance Criminal
Judgment No. 157] (Yangzhou Economic & Technological Development Zone People’s Ct.,
Dec. 10, 2019) [hereinafter People v. Ma] (citing the Supreme People’s Court judicial inter-
pretation); Liang Gao Guanyu Banli Weihai Jisuanji Xinxi Xitong Anquan Xingshi Anjian
Yingyong Falu Ruogan Wenti De Jieshi, Fashi (2011) Yi Jiu Hao
(P % TP BRGNS B 2R Gt % 2 TP S S I P2 1 ) R P R,
11 F(2011) 1975 ) [Interpretation of the Supreme People’s Court and the Supreme People’s
Court on Several Issues Concerning the Application of Law in Handling Criminal Cases En-
dangering the Security of Computer Information Systems, Judicial Interpretation No. 19
(2011)] (promulgated by the Judicial Comm. Sup. People’s Ct., July 11, 2011, effective Sept.
1, 2011), http://www.court.gov.cn/zixun-xiangqing-7494.html  [https://perma.cc/PZM4-
D83L].

231. See, e.g., Zhou Yuchan, Guangdong Kuai Ke Dianzi Shangwu Youxian Gongsi
Wangluo Qinquan Zeren Jiufen Ershen Minshi Panjue Shu
(EIRR IR | ZR PR L 25 B A ) I AR AL AT 2 4y — B R 1) 1 43) [Zhou
Yuchan and Guangdong Kuaike Electronic Commerce Company, Ltd. Online Tort Liability
Dispute, Second Instance Civil Judgment] China Judgements Online, (2019) Yue 03 Min-
zhong 3954 Hao ((2019) #203[:#439545-) [2019 Guangdong Civil Judgment No. 3954]
(Shenzhen Interm. People’s Ct., May 5, 2019) [hereinafter Zhou v. Guangdong Kuaike Elec-
tronic Commerce Co.] (citing Tort Liability Law).

232. See, e.g., People v. Deng et al., supra note 185 (citing Criminal Law).
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to continue examining these rules to understand how China’s approach
to cybersecurity is evolving.?®

Second, the civil cases, in particular, illustrate creative argu-
ments for providing compensation to victims when the direct perpetra-
tor of a wrong is unknown.?* Civil litigants seek relief from a website
or internet company, and in many cases the court actually grants relief
to the beleaguered plaintiffs. 2> The CSL and its real-name require-
ment provide a convenient avenue for the courts to compensate plain-
tiffs injured due to data breaches and fraud, copyright infringement,
and the publication of defamatory articles online when the actual per-
petrator is unknown.?® This is consistent with the pattern of judges
providing compensation to victims in tort cases and, in some cases,
even overlooking the legal provisions to provide compensation.?’

Third, the court judgments illustrate the emerging role of inter-
net courts. Multiple civil judgments come from the Hangzhou,?*® Bei-
jing,%° and Guangzhou Internet Courts®**—where all proceedings,

233. SAcKs & LI, supra note 15.

234. See, e.g., NetEase Information Technology Co. v. Guangzhou Lizhi Network Tech-
nology Co., supra note 196.

235. See, e.g., Shen v. Alipay et al., supra note 209.

236. See, e.g., NetEase Information Technology Co. v. Guangzhou Lizhi Network Tech-
nology Co., supra note 196; Qingheyuan Business Consulting Service Co. v. Guangzhou Yu-
zheng Network Technology Co., supra note 196.

237. Liebman, supra note 73, at 200; See, e.g., Shen v. Alipay et al., supra note 209.

238. Guangdong Zhong Ao Wuye Guanli Youxian Gongsi Yu Li Pengbo, Shijiu Lou
Wangluo Gufen Youxian Gongsi Mingyu Quan Jiufen Yishen Minshi Panjue Shu
"R By ERARA R SZMWE., M S R ARA 2B —FHR
##45) [Guangdong Zhong Ao Property Management Company, Ltd. and Nineteenth
Floor Network Company, Ltd.’s Reputation Right Dispute, First Instance Civil Judgment]
China Judgements Online, (2017) Zhe 0192 Minchu 691 Hao ((2017) #0192/X:4/)691 %)
[2017 Zhejiang Civil Judgment No. 691] (Hangzhou Internet Ct., Feb. 24, 2018) [hereinafter
Guangdong Zhong Ao Property Management Co. v. Nineteenth Floor Network Co.].

239. Qingheyuan Business Consulting Service Co. v. Guangzhou Yuzheng Network
Technology Co., supra note 196.

240. Zeli (Guangzhou) Xinxi Jishu Youxian Gongsi Yu Hangzhou Shi Chuo Xinxi Keji
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including hearings, take place online and which first emerged in
2017.2* These courts handle e-commerce-related disputes and any
other disputes involving online activity, such as copyright infringe-
ment.2*2  As the number of internet users and volume of e-commerce
continues to grow, these courts are addressing a need for resolving in-
ternet-related disputes in a timely and efficient manner.?*® The internet
courts also reflect a trend towards innovation in the Chinese judicial
system, with the use of online hearings and, in limited instances, block-
chain to authenticate evidence.?*

B. Comparing Case Law with the Expectations for the Cybersecurity
Law

The bigger question is what the application and interpretation
of the CSL mean for China’s vision of cybersecurity—both domesti-
cally and abroad. This section compares the predictions for the CSL
with the interpretations of the cases examined in this Note. These
cases illustrate how China’s vision of cybersecurity is playing out in
practice. First, the provisions of the CSL are in fact being enforced
against domestic companies, though it remains unclear how consist-
ently the law is enforced across companies. Second, the available
cases indicate the State uses the CSL to target online dissent and sta-
bility-threatening speech. Third, relevant civil and criminal litigation
reveal continued development of the meaning of online privacy for
consumers—strong protections against data theft, fraud and infringe-
ment, but little to no protection vis-a-vis the government. These three
trends hint at China’s overarching vision for cybersecurity—one
where online commercial activity flourishes, but digital anonymity and
dissenting speech are strictly controlled.

241. Jason Tashea, China’s All-Virtual Specialty Internet Courts Look Set to Expand into
Other Areas of the Law, ABA JOURNAL (Nov. 1, 2019, 2:00 AM), https://www.abajour-
nal.com/magazine/article/china-all-virtual-specialty-internet-courts
[https://perma.cc/WK8Q-GL7S].
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1. Enforcement against Domestic Companies

While foreign analysis of the CSL focuses on the law’s poten-
tial impact on foreign companies, including protectionism and forced
data transfer, commentators are uncertain how China’s enforcement of
the CSL will impact locally operating companies.?*® The case law for
this Note primarily focuses on domestic enforcement.?*® On a practi-
cal level, the administrative cases illustrate how the public security bu-
reaus, or local police, are the key enforcers of the CSL. The case law
is consistent with publicized incidents of CSL enforcement, which
point to the public security bureaus carrying out cybersecurity inspec-
tions and issuing warnings and punishments for failure to comply.?*’
It is notable that the public security bureaus, which have the power to
arrest, detain, and interrogate individuals,?*® are enforcing the CSL, as
oppcz)fged to an organization with more specialized, technical exper-
tise.

Another significant question is whether the CSL enhances do-
mestic companies’ cybersecurity. The administrative case law, while

245. Lee, supranote 1, at 94.

246. There were two main cases involving foreign parties out of the cases reviewed. The
litigants only referenced the CSL in their arguments, but the court did not cite to the CSL in
the holding. One was a plaintiff seeking to reverse a domestic commercial arbitration deci-
sion, arguing that due to the foreign nature of the contract (including data originating outside
the People’s Republic of China), the case should have been conducted as an international
commercial arbitration case. See Shanghai Lianshang Wangluo Keji Youxian Gongsi Yu
Shanghai Yiqi Lian Keji Youxian Gongsi Shenging Chexiao Zhongcai Caijue Minshi Caiding
Shu
(b3 G P 5 LR TR ) 5 AR B IR =) FR IR S A sk R EOE
+5) [Shanghai Lianshang Network Technology Company, Ltd. and Shanghai Yigilian Tech-
nology Company, Ltd. Application for a Revocation of the Civil Arbitration Award] China
Judgements Online, (2018) Jing 04 Minte 30 Hao ((2018) {04 X:4¥30%) [2018 Beijing Civil
Judgment No. 30] (Beijing Fourth Intermediate People’s Ct., May 9, 2019). The other case
involved a Japanese airline that was a third-party to a data privacy dispute. See Zan Yongnan
Yu Zhongguo Guoji Hangkong Gufen Youxian Gongsi Hangkong Liike Yunshu Hetong
Jiufen Yishen Minshi Caiding Shu
(BB B LG PEERRT RO ARA AT IRS SmERMe —F REFEED)  [Zan
Yongnan and Air China Airline Traveler Air Contract Dispute First Instance Civil Judgment]
China Judgements Online, (2019) Jing 0113 Minchu 15922 Hao ((2019) 704 #]15922%)
[2019 Beijing Civil Judgment No. 15922] (Beijing Shunyi District People’s Ct., June 16,
2020).

247. Kenyon, supra note 141.
248. Suzanne E. Scoggins, Policing Modern China, 3 CHINA L. & Soc’Y Rev. 79, 89, 106
(2018).

249. Lee, supra note 1, at 96 (noting that it is uncertain whether the government has the
technical expertise to be creating and imposing cybersecurity standards, as opposed to private
cybersecurity firms).
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an extremely limited sample, includes cases of administrative punish-
ments for failure to verify the real names of users before providing
service (Article 24),2%° failure to store network logs for six months (Ar-
ticle 21),2°! and online data theft (Article 44).%* The administrative
punishments for the violations of Articles 24 and 21 were administra-
tive orders to “make corrections” and an administrative warning re-
spectively, while the penalty for violating Article 44 was a 50,000
RMB fine (approx. $7,700 USD).2*® Notably, real-name requirements
and network storage requirements may not enhance the actual cyber-
security of local companies, 2* raising the question of why the public
security bureaus are choosing to enforce these specific articles. It may
very well be that more routine or technical infractions are not being
challenged by plaintiffs, or are more difficult to enforce, thus not end-
ing up in the court system. At the very least, these cases highlight that
Avrticles 21, 24, and 44 are being enforced in practice.

The civil cases also show the involvement of some of China’s
largest technology companies, such as Ctrip?>® and Taobao.?*® The
CAC has publicized enforcement against some of these large compa-
nies, perhaps as an example to others.?®” The courts generally seem
willing to require these companies to pay damages to plaintiffs, such
as requiring Ctrip to compensate a plaintiff for 50,000 RMB (approx-
imately $7,700 USD) in losses.?®® However, this may say more about
the court’s desire to compensate the plaintiff than about the court’s
willingness to restrain the behavior of private companies. In Yu v.
Tmall, a data privacy case where the plaintiff sued for purely symbolic

250. Xincheng Telecom Co. v. Shanghai Minhang Public Security Bureau, supra note
169.

251. Xuv. Leiyang Public Security Bureau, supra note 170.

252. Rugao Shi Gong’an Ju Yu Rugao Shi Yurui Jiancai Jingying Bu Xingzheng Fei Su
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[Rugao City Public Security Bureau, Rugao City Yurui Building Materials Management De-
partment Administrative Non-Litigation Ruling] China Judgements Online, (2019) Su 0682
Xingshen 156 Hao ((2019) 75068217 156+) [2019 Jiangsu Administrative Judgment Re-
Examination No. 156] (Rugao City People’s Ct., Oct. 15, 2019) [hereinafter 2019 Jiangsu
Administrative Judgment Re-Examination No. 156].

253. Xincheng Telecom Co. v. Shanghai Minhang Public Security Bureau, supra note
169; Xu v. Leiyang Public Security Bureau, supra note 170; 2019 Jiangsu Administrative
Judgment Re-Examination No. 156, supra note 252.

254. See Lee & Liu, supra note 103, at 18-19 (discussing the failure of real-name require-
ments in South Korea as they actually increased security risks for hacking and internet fraud).

255. Shen v. Alipay et al., supra note 209.
256. Yuv. Tmall, supra note 218.

257. Chin, supra note 129.

258. Shen v. Alipay et al., supra note 209.
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damages—a public apology and compensation of 1 RMB—the court
only granted the 1 RMB compensation.?° It did not require the com-
panies to apologize, possibly indicating the court’s reluctance to re-
quire a public gesture from a large company.?® Similarly, the court
declined to find that Taobao’s business intelligence tool constituted a
violation of personal information privacy.?! While these cases are in-
sufficient to draw full conclusions on the courts’ posture towards tech-
nology companies regarding the CSL, the civil cases at the very least
demonstrate how courts are balancing the companies’ business objec-
tives with the need to safeguard consumer privacy.2%

2. Controlling Speech

Scholars expected the CSL to expand the surveillance state in
the name of promoting a “stable” internet.?® To the CCP, a stable
internet is one without dissenting speech or any other type of expres-
sion that the State perceives as a threat.?4 The CCP itself has con-
firmed that “social stability” (fhZ3#25€) is a critical component of
China’s vision of cybersecurity.?®®> The CSL concretizes this expan-
sive vision of cybersecurity in Article 12, which prohibits “spread[ing]
information of violence and terror, false rumors, pornography, and
other information that jeopardizes national security, public safety and
social order.”?%

The available case law confirms that the State relies on the CSL
as a legal basis for punishing speech that may threaten “social stabil-
ity.” While administrative law cases provide a narrow view into the
scope of regulatory enforcement,?®’ the existing cases demonstrate that

259. Yuv. Tmall, supra note 218.

260. Id.

261. Anhui Meijing Information Technology Company v. Taobao, supra note 223.

262. See, e.g., Yuv. Tmall, supra note 218; Anhui Meijing Information Technology Com-
pany v. Taobao, supra note 223.

263. Lee, supra note 1, at 91; Xiao Qiang, The Road to Digital Unfreedom: President
Xi’s Surveillance State, 30 J. DEMOCRACY 53, 55 (2019).

264. See Lee, supra note 1, at 101 (noting the Chinese government’s tight control over
dissenting speech and ban on human rights activity perceived as threatening the regime or
social stability).

265. Yu Hong, Reading the 13th Five-Year Plan: Reflections on China’s ICT Policy, 11
INT’L J. COMMC’N 1755, 1767 (2017).

266. Cybersecurity Law, supra note 58, art. 12; Lee, supra note 1, at 92-93.

267. Enforcement of the CSL is carried out by the CAC and Ministry of Public Security,
mainly through local public security bureaus. Administrative cases only arise when the party
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the public security bureaus are interpreting Article 12 broadly, so as to
arrest individuals who suggest petitioning or opposing the government
via WeChat groups and online forums.?®® Where plaintiffs challenged
the local governments’ actions, the courts consistently sided with the
public security bureaus, affirming their broad interpretation of Article
12.2%% Even in cases where the court did not specifically cite the CSL
in its judgment (but where the public security bureau based its punish-
ment on the CSL),?" the court’s upholding of the administrative action
may be read as an implicit endorsement of the public security bureau’s
interpretation.

The case law also demonstrates that courts support administra-
tive efforts to enforce the real-name requirement of Article 24, which
has a powerful role in restricting online dissent. Many of the civil
cases rely on the CSL to hold the website operator or internet company
liable for the activity of an anonymous user on their website, on the
ground that the website should have enforced the real-name require-
ment.2’t In the administrative cases, the public security bureaus are
directly enforcing the real-name requirement.?’2 To protect against le-
gal liability, internet companies may become stricter about enforcing
real-name registration and eliminating space for anonymous discus-
sion.?”® This is consistent with the more recent adoption of specific
regulations implementing real-name registration requirements,?’ a
practice which was proposed as early as 2003.27°

While the concept of cracking down on online speech in China
is not new, the legal framing of restricting speech that threatens “social
stability” as a core component of cybersecurity fundamentally expands

under administrative punishment challenges the punishment in court. For more on enforce-
ment, see supra Section 11.A.

268. See, e.g., Gao v. Tiedong Public Security Bureau, supra note 110; see also supra
Section I1.C.1.

269. See supra Section 11.C.1.

270. See Liang v. Huangmei Public Security Bureau, supra note 162 (upholding the pub-
lic security bureau’s decision to detain a plaintiff who published a post online about petitioning
under CSL Articles 12 and 70).

271. See, e.g., Guangzhou NetEase Computer System Co. v. Shanxi Yiliu Technology
Co., supra note 228.

272. See supra Section 11.C.1.
273. Qiang, supra note 263, at 60.

274. Melissa Cyrill, New Curfew Rules, Real-Name Registration for China’s Young
Online  Gamers, CHINA BRIEFING (Nov. 7, 2019), https://www.china-brief-
ing.com/news/china-online-gaming-curfew-minors-real-name-registration-system/
[https://perma.cc/B6B5-PSCA].

275. Lee & Liu, supra note 103, at 11.
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the concept of cybersecurity as it exists in the West.2’® The framing of
cybersecurity in the West focuses on both defensive and offensive ca-
pabilities towards cyber threats, while the Chinese government’s fram-
ing involves information security and content regulation.?’”” This ex-
pansive vision—coupled with weak protections for individual
rights®’®—anticipates an internet with little room for dissent or anti-
government speech even as online commerce otherwise flourishes.

3. Protecting Consumer Privacy

Commentators were mixed on the expected impact of the CSL
on data privacy, with some stating that the CSL provides “unprece-
dented protection” of data privacy.?’® Yet others noted that the CSL
“actively works against any preservation of privacy alone.”?® This
confusion may be because the Western concept of privacy and data
security focuses primarily on citizens’ right to privacy vis-a-vis the
State,?®! while privacy concerns in China (at least, those permitted by
the government) are framed around e-commerce and fraud.?%2

The cases illustrate a growing concern to protect personal in-
formation and data privacy in both the civil and criminal context. For
example, despite the lack of affirmative proof that Ctrip leaked the
plaintiff’s information, the court still held Ctrip liable for the eventual
leakage of the plaintiff’s information that led to the plaintiff being de-
frauded.?®® The court also sided with the plaintiff in the civil case
where the plaintiff brought a privacy action against Taobao, Tmall, and

276. Kiristen E. Eichensehr, The Cyber-Law of Nations, 103 Geo. L.J. 317, 332 (2015).
277. 1d.; see also supra note 5 and accompanying text.

278. See supra notes 164-168 and accompanying text.

279. Lee, supranote 1, at 101; see also Cybersecurity Law, supra note 58, art. 22.
280. Quinn, supra note 115, at 430.

281. Lee, supranote 1, at 101.

282. In China, Consumers are Becoming More Anxious About Data Privacy, ECONOMIST
(Jan. 27, 2018), https://www.economist.com/china/2018/01/25/in-china-consumers-are-be-
coming-more-anxious-about-data-privacy [https://perma.cc/235Z-7Q2M]; Hao, supra note
136; Josh Rudolph, Translation: Enough with Your Eavesdropping, WeChat, CHINA DIGIT.
TiMes (Oct. 20, 2020), https://chinadigitaltimes.net/2020/10/translation-enough-with-your-
eavesdropping-wechat [https://perma.cc/524M-SHF3]; see also Hu Wen-Tao, Wo Guo Geren
Xinxi Yinsiquan Baohu Falii Cunzai de Wenti ji Sikao Yi yu Hulianwang Qiye Liyi Pingheng
Wei Shijiao
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[Problems Concerning the Legal Protection of the Right to Information Privacy and Possible
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Alipay for “default” sharing transaction data across multiple compa-
nies without the user’s permission.?* However, it declined to require
the companies to issue public apologies.?®®

The criminal cases also reflect this focus on protecting personal
information and preventing data leakage and fraud. The criminal cases
heavily focus on the CSL provisions governing personal information
storage and sharing: Articles 42, 43, and 44. These cases are also
notable for imposing criminal liability for the sharing of user data such
as phone numbers.2®

Both the criminal and civil cases demonstrate the broader push
to fight cybercrime and online fraud in China. The sharp rise in e-
commerce fraud and data leakages has raised legitimate domestic con-
cerns about data security within China.?®” The CSL, along with the
recent Personal Information Protection?® and Data Security Laws,?°
represent the State’s legal response to these concerns. These statutes,
along with the case law examined in this Note, show that consumers
are certainly experiencing stronger privacy protections in online com-
merce.

What do these cases tell us about China’s cybersecurity vision?
First, the administrative cases involving domestic companies highlight
that public security bureaus are driving local enforcement. The actual
efficacy of the CSL in strengthening China’s cybersecurity, at least
based on these cases, is questionable given the provisions that the pub-
lic security bureaus focus on, such as the real-name registration re-
quirement. Second, the case law strongly affirms that China’s vision
of cybersecurity centers on restricting online speech that may threaten
social stability, as interpreted by the State. Third, the cases
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Personal Information] (promulgated by the Sup. People’s Ct., Mar. 3, 2017, effective June 1,
2017), https://www.spp.gov.cn/xwfbh/wsfbt/201705/t20170509_190088.shtml
[https://perma.cc/MTIV-XSSF].
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demonstrate a genuine effort to regulate and enforce the CSL’s data
privacy and personal information protections. This reflects a response
to strong consumer demand for more robust E;)rotections against online
fraud, defamation, and other online crimes.?®® The real-name require-
ment, however, while minimally providing protection in making it eas-
ier to identify purveyors of fraudulent schemes and defamation, also
aides the State in identifying online dissenters.?

China’s approach offers a unique model where people have pri-
vacy rights and protections vis-a-vis businesses, with the implicit un-
derstanding that none of these protections apply against the govern-
ment. The policy benefits to China are obvious—citizens retain robust
personal information and data privacy rights in the economic sphere,
fostering further economic growth and development. At the same
time, the CCP easily identifies and swiftly punishes internet activity
that hints at dissent. China’s model is an alternative to the multi-stake-
holder, libertarian approach to regulating cyberspace in the West.2%2
Much scholarship has focused on China’s concept of “cyber sover-
eignty,”?®® encompassing the three aspects of cyberspace governance,
national defense, and internal control.?®* The domestic cases in this
Note provide the most insight into China’s model of cybersecurity as
it applies to internal influence and control.

C. Exporting China’s Vision of Cybersecurity

The CSL and its application within China’s domestic judicial
system illustrate China’s cybersecurity vision—fostering domestic
technology innovation and growth, restricting dissenting online
speech, and building robust privacy protections for consumers that ap-
ply in the commercial realm, but not against the State. These develop-
ments are sobering in light of China’s increasing effort to influence
both international legal norms around cybersecuritg/ and the direct ex-
port of its cybersecurity vision to other countries.?®® China’s domestic

290. Cf. Sacks, supra note 26.

291. The real-name registration requirement is being rolled out across websites. When
the author began research in June 2020 accessing the China Court Judgments website (see
supra Section 11.B), it was available to access, search, and download cases without any regis-
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website. Id.
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policies provide a window into what vision of cybersecurity it may
seek to promote abroad.

First, China has made concerted efforts to define international
law and legal norms on cybersecurity? as global cybersecurity norms
are still developing.?®” This has included proposals in 2011%% and
2015 at the U.N. around a “Code of Conduct” on cybersecurity, with
language agreeing to “cooperate in combating criminal and terrorist
activities . . . and curbing the dissemination of information that incites
terrorism, separatism or extremism.”?% The language in the U.N. pro-
posals is similar to the wording in Article 12 of the CSL.3% Further,
China has established its own international institutions to promote its
vision of cybersecurity and build global consensus around its vision.
The Shanghai Cooperation Organization (“SCO”), established in
2001, has notably focused on combatting “terrorist, extremist, or sep-
aratist” ideologies.3®* In 2015 and 2017, the SCO’s Regional Anti-
Terrorist Structure held Anti-Cyberterror Exercises utilizing Chinese
digital forensics technology and sharing information and best prac-
tices.32 The World Internet Conference, a separate meeting held in
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China that includes heads of state, technology executives, and officials
from global internet organizations, has been held annually since 2014
and is another prominent forum for China to influence cybersecurity
norms and share technology.3%

In the international sphere, China has promoted its view of
“cyber sovereignty,” borrowing from the international law concept of
state sovereignty to emphasize the right of the State to control cyber-
space.®® As part of its efforts to influence key international law
norms, China has de-emphasized the role of civil society in enforcing
international human rights law®% and endorsed the view that interna-
tional human rights law is purely a matter of state-to-state relations.3®
With the support of other countries, China may generate enough mo-
mentum to shape the underlying international legal norms.>%’

Second, apart from its efforts to influence multilateral institu-
tions and international law, China is exerting considerable influence
on individual countries through its bilateral relations. China has posi-
tioned itself as representing the interests of developing countries, char-
acterizing its own model of internet sovereignty and cybersecurity as
a helpful model for other developing countries.*®® China’s cybersecu-
rity vision offers improvements in data privacy (in the commercial
sense),3%° while supplying tools that work to fight cybercrime and to
maintain a dissent-free internet. In an internet framework with
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standards and technology dominated by western countries, China of-
fers an alternative.3°

Through providing ICT, ordinary bilateral trade, and invest-
ment via the Digital Silk Road, China is arguably one of the most in-
fluential voices driving cybersecurity policy in developing countries.
Investment and provision of technology do not necessarily indicate
that China is forcing the spread its cybersecurity policies.®!* However,
in practice, many countries such as Vietnam and Uganda are imple-
menting laws and strategies that closely resemble China’s approach.3'?

CONCLUSION

China’s 2017 CSL generated a flurry of attention when it first
appeared. The implementation of the CSL reveals that, in practice,
courts are supporting the State’s efforts to target dissenting online
speech that may threaten social stability, while also addressing the do-
mestic demand for more substantial privacy rights vis-a-vis busi-
nesses. China’s alternate vision, then, is for an internet that protects
individuals and companies in their business transactions—including
through strict adherence to the use of real names—but with minimal
protections for individuals posting anti-government or stability-threat-
ening speech. China’s model is highly attractive for developing coun-
tries seeking to maintain stability, while generating sufficient protec-
tions to facilitate online commerce and economic growth. In the
absence of a strong international framework defining cybersecurity
norms and rights, or more robust engagement from democracies in de-
fense of international human rights, China’s cybersecurity vision may
be on a path to global adoption. As the case law demonstrates, this
may be a harbinger for reduced cybercrime and fraud—but potentially
at the cost of digital anonymity and internet freedom.
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